NameBasedSSLVHosts

Name-Based VirtualHosts and SSL

Also see SSL with Virtual Hosts Using SNI

As arule, it is impossible to host more than one SSL virtual host on the same IP address and port. This is because Apache needs to know the name of the
host in order to choose the correct certificate to setup the encryption layer. But the name of the host being requested is contained only in the HTTP request
headers, which are part of the encrypted content. It is therefore not available until after the encryption is already negotiated. This means that the correct
certificate cannot be selected, and clients will receive certificate mismatch warnings and be vulnerable to man-in-the-middle attacks.

In reality, Apache will allow you to configure name-based SSL virtual hosts, but it will always use the configuration from the first-listed virtual host (on the
selected IP address and port) to setup the encryption layer. In certain specific circumstances, it is acceptable to use a single SSL configuration for several
virtual hosts. In particular, this will work if the SSL certificate applies to all the virtual hosts. For example, this will work if:

1. All the VirtualHosts are within the same domain, eg: one.example.com and two.example.com. 2. You have a wildcard SSL certificate for that

domain (one where the Common Name begins with an asterix: i.e *. exanpl e. com)

Here is the config snippet for two SSL NameVirtualHost's, using a single wildcard SSL certificate. Remember that the SSL directives from the second
virtual host will be ignored when setting up the initial SSL connection.


#
https://cwiki.apache.org/confluence/display/HTTPD/NameBasedSSLVHostsWithSNI

Listen 192.168.1.1: 443

LoadModul e ssl _nodul e nodul es/ mod_ssl . so

SSLPassPhr aseDi al og builtin

Accept Mut ex flock

SSLSessi onCache shntb: /var/ cache/ htt pd/ nod_ssl /ssl _scache(512000)
SSLSessi onCacheTi meout 300

SSLMut ex defaul t

SSLRandonfteed startup /dev/urandom 256

SSLRandonfeed connect builtin

NanmeVi rt ual Host 192. 168. 1. 1: 443

<Virtual Host 192.168. 1. 1: 443>
SSLEngi ne on
SSLCi pher Suite ALL:! ADH: ! EXPORT56: RCA+RSA: +HI GH: +MEDI UM +LOW +SSLv2: +EXP

SSLCertificateFile /etc/ssl/star.exanple.comcrt
SSLCertificateKeyFile /etc/ssl/star.exanple.comkey

Ser ver Nanme "one. exanpl e. cont

Docunent Root "/ var/ww/ ht m / one"

Cust onlog "/var/|og/ httpd/one-access.|og" conbi ned
ErrorLog "/var/log/httpd/ one-error.|og"

<Directory /var/ww htm >
Al | owOverride none

O der Al l ow, Deny
Al low fromall
</Directory>
</ Vi rt ual Host >

<Virtual Host 192.168. 1. 1: 443>
SSLEngi ne on
SSLGi pher Suite ALL:! ADH ! EXPORT56: RC4+RSA: +HI GH: +MEDI UM +LOW +SSLv2: +EXP

SSLCertificateFile /etcl/ssl/star.exanple.comcrt
SSLCertificateKeyFile /etc/ssl/star. exanpl e. com key

Ser ver Name "two. exanpl e. cont

Docunent Root "/ var/ww/ ht m /two"

Cust onlog "/var/|og/httpd/two-access.|og" conbi ned
ErrorLog "/var/log/httpd/two-error.|og"

<Directory /var/ww htm >
Al | owOverride none

O der All ow, Deny
Al low fromall
</Directory>
</ Vi rt ual Host >

In addition to this configuration, you should still be able to do the following:

1. SSL VirtualHost for a different domain (example2.com), as long as you use a different IP Address or port (i.e. one that is not used by the wildcard
sites):

<Virtual Host 192.168. 1. 2: 443>
Server Nane www. exanpl e2. com

</ Vi r t ual Host >



2.#2 NaneVi rt ual Host <I P>: 443 for a different domain (*.example2.com), where <I P> is different from the IP Address used for *.example.com

NaneVi rt ual Host 192.168. 1. 2: 443
<Virtual Host 192.168. 1. 2: 443>
Server Nane one. exanpl e2. com

</ Vi rt ual Host >

<Virtual Host 192.168. 1. 2: 443>
Server Nane two. exanpl e2. com

</ Vi rt ual Host >

However you cannot do the following:

SSL VirtualHost for a different ServerName (three.example2.com), where the IP address is the same as that used for *.example.com.

<Virtual Host 192.168. 1. 1: 443>
Server Nane three. exanpl e2. com

</ Vi rt ual Host >
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