LDAPPortalAuthentification+and+RequestUserinfoFromXSP

If you have a default Portal with an XML-file authentification and you want to change it to LDAP authentification read this. | also explain how it is possible to
request the ID, user and role from an XSP page.

There are certainly other ways to make it, but here | explain an simple an easy way (you won't have to decrypt password or anything like that).
To authentificate | use this manner :

| use the parameters (user and password from the login form) to connect to the Idap server. If the login suceed that means that the password is correct for
the username. So then | just get the user information and set them!

Partl : authentification with LDAP

Sitemap configuration :

<map: pi peline internal-only="true">

<!-- This is the Cocoon Deno Portal Pipeline -->
<map: nmat ch pattern="sunrise-*">
<!-- authentication -->

<map: mat ch pattern="sunri se-aut huser">
<map: generate src="Idap. xm"/>
<map:transformtype="I|dap">
<map: par anet er nane="r oot dn" val ue="{request - param nane}"/ >
<map: par anet er nane="password" val ue="{request - param password}"/>
</ map: transforn>
<map:transformtype="xslt" src="Idap. xsl"/>
<map:transform src="styl es/sunri se-user.xsl ">
<map: par anet er name="use-request - par anet ers" val ue="true"/>
</ map: transfornp
<map:serialize type="xm"/>
</ map: mat ch>

<map: mat ch pattern="sunri se-changeuser">

LDAP.XML page:



<?xm version="1.0" encodi ng="|SO 8859-1"?>
<aut henticati on xm ns: | dap="http://apache. org/ cocoon/ LDAP/ 1. 0" >
<| dap: execut e- query>
<l dap:initializer>omsun.jndi.|dap.LdapC xFactory</Ildap:initializer>
<l-- enter your own |dap server -->
<| dap: serverurl >l dap: // CORPROOT. NET</ | dap: serverurl >
<l dap: aut henti fi cati on>si npl e</| dap: aut henti fi cati on>
<l dap: ver si on>3</ | dap: ver si on>
<l dap: port >389</ | dap: port >
<| dap: scope>SUBTREE_SCOPE</ | dap: scope>
<l-- enter your own searchbase & filter -->
<l dap: sear chbase>DC=cor pr oot , DC=net </ | dap: sear chbase>
<l dap: filter>(&anp; (objectclass=User)(cn=TFR*))</ldap:filter>
<l dap: deref -1ink>TRUE</ | dap: der ef -| i nk>
<l dap: count-1imt>0</|dap:count-limt>
<l dap:tinme-limt>0</ldap:tine-limt>
<l dap: showat t ri but e>TRUE</ | dap: show-at t ri but e>
<l dap: doc- el ement >user s</ | dap: doc- el ement >
<l dap: r ow el ement >user </ | dap: r ow- el emrent >
<l dap: error-el enent >ELEMENT</ | dap: err or - el enent >
<l-- enter your own attributes -->
<l dap: attribute>cn</Idap:attribute>
<l dap: attribute>co</I|dap:attribute>
<l dap: attribute>sn</|dap:attribute>
<l dap: attribut e>enpl oyeel D</ | dap: attri bute>
<l dap:attribute>title</ldap:attribute>
<l dap: attri but e>conpany</| dap: attribute>
<l dap: attri but e>gi vennanme</| dap: attri bute>
<l dap: attribute>nmil </|dap:attribute>
<l dap: attribute>street Address</I|dap:attribute>
<l dap: attri but e>post al Code</ | dap: attribute>
<l dap: attribute>st</|dap:attribute>
<l dap: attribute>nobil e</|dap: attribute>
</ | dap: execut e- quer y>
</ aut henticati on>

Now we need to have the same tags than in the demo file : sunrise-user.xml so | pass my xml trough an xsl :

LDAP.XSL file :



<?xm version="1.0"?>

<xsl:styl esheet version="1.0"
xm ns: xsl ="http://ww. w3. or g/ 1999/ XSL/ Tr ansf or n{' >

<xsl :tenpl ate mat ch="aut hentication">
<aut henti cati on>
<xsl : appl y-tenpl ates sel ect ="users"/>
</ aut henti cati on>
</ xsl :tenpl at e>

<xsl:tenpl ate match="users">
<user s>
<xsl :apply-tenpl ates sel ect="user"/>
</ users>
</ xsl :tenpl at e>

<xsl :tenpl ate match="user">

<user >
<nanme><xsl : val ue- of sel ect="cn"/></name>
<passwor d>t est a</ passwor d>
<rol e>adm n</rol e>
<title><xsl:value-of select="title"/></title>
<firstname><xsl:val ue- of sel ect="gi venNane"/></firstnane>
<| ast name><xsl : val ue- of sel ect="sn"/></| ast name>
<conpany><xsl : val ue- of sel ect ="conpany"/></ conpany>
<street ><xsl:val ue-of sel ect="street Address"/></street>
<zi pcode><xsl : val ue- of sel ect="post al Code"/></zi pcode>
<ci ty><xsl:val ue-of select="st"/></city>
<count ry><xsl : val ue- of sel ect="co0"/></country>
<phone><xsl : val ue- of sel ect ="nobil e"/></phone>
<f ax></fax>
<enmi | ><xsl : val ue-of select="mail"/></ennil >
<banki d></ banki d>
<banknane></ banknane>
<account i d></ accounti d>

</ user>

</ xsl :tenpl at e>

</ xsl : styl esheet >

Now that the xml result (to see the result you can add a logger in the pipeline just after the Idap.xsl :

<map:transformtype="1o0g">
<map: par amet er nane="| ogfile" val ue="UserList.log"/>
<map: par anet er nane="append" val ue="NO'/ >

</ map: transforne

Now we apply the demo xsl (sunrise-user.xsl) and then we serialize the result in xml.

That's it for the authentification.

Part2 : Getting user info from XSP

Since it's not possible to use <xsp-session:getxml> | had to find an alternative.

So | use <xsp:session:get-attribute-names/> to get all session parameters, then | make a java function to parse it. There certainly must be easier ways but
this way works. Well, you first need to add jakarta ORO libs (they are very usefull for any parsing, char replacement,... and perl functions). So that's what it
looks like :

LOGIN.XSP file :

<xsp: page | anguage="j ava"
xm ns: xsp="htt p: apache. or g/ xsp"
xm ns: xsp- sessi on="htt p: apache. or g/ xsp/ sessi on/ 2. 0"
xm ns: esqgl =" htt p: apache. or g/ cocoon/ SQL/ v2"



xm ns: xsp-request ="http: apache. or g/ xsp/ request/ 2. 0"
>

<xsp:structure>
<xsp: i ncl ude>or g. apache. cocoon. envi ronnment . Sessi on</ xsp: i ncl ude>
<xsp:incl ude>org. apache. aval on. f r anewor k. conponent . Conponent Manager </ xsp: i ncl ude>
<xsp:incl ude>org. apache. oro. t ext. regex. *</ xsp: i ncl ude>
<xsp:include>java.util.ArraylList</xsp:include>
<xsp:include>java.util.Collection</xsp:include>

</ xsp:structure>

<page>

<xsp: | ogi c>
Qoj ect[] myarray = null;
java.util.Collection list = new ArrayList();
Patt ernMat cher natcher = new Per| 5Mat cher ();
Pattern pattern = null;
Pat t ernConpi |l er conpiler = new Perl 5Conpiler();
String regul arExpression, input, firstsplit, secondsplit;
String nyvara;
Pattern searcher;
Pat t er nvat cher | nput nyvar;
String result = "uprofile|test: Guest_0_guest";
<!-- default value, so that if the user is not |ogged the nane
and role are set to guest -->

nyarray = <xsp-session:get-attribute-nanes as="array"/>.toArray();

try {
searcher = conpiler.conpile("uprofile");
} catch(Mal f or nedPatt er nException e) {
Systemout. println("Bad pattern.");
System out . println(e. get Message());

return;
}
<l-- Search the user information, the string is sonmething |ike
profile:sonething| somet hi ngel e: User _13_M chael -->

for (int i=0; i &t; 55 i++) {
nyvara = nmyarray[i].toString();
nyvar = new PatternMatcherl nput(nyvara);
whi | e(mat cher. cont ai ns(nyvar, searcher)) {
result = nmyarray[i].toString();
i =5;

}

regul ar Expression = "\\|";

try {
pattern = conpiler.conpile(regul ar Expression);

} catch(Mal f or nedPat t er nExcepti on e){
Systemerr.println("Bad pattern.");
Systemerr.println(e.getMessage());
Systemexit(1);

}

Util.split(list,mtcher,pattern,result);

regul ar Expression = ":";

try {
pattern = conpil er.conpile(regul ar Expressi on);

} catch(Mal fornmedPatternException e){
Systemerr.println("Bad pattern.");
Systemerr.println(e.getMessage());
Systemexit(1);

}

nyarray = list.toArray();



firstsplit = nyarray[1].toString();

list.clear();
Util.split(list,mtcher,pattern,firstsplit);

nyarray = list.toArray();
firstsplit = nyarray[1].toString();
regul ar Expression = "_";
try {
pattern = conpiler.conpile(regul ar Expression);
} catch(Mal f or nedPatt er nExcepti on e){
Systemerr.println("Bad pattern.");
Systemerr.println(e.get Message());
Systemexit(1);
}

list.clear();
Util.split(list,mtcher,pattern,firstsplit);

nyarray = list.toArray();

firstsplit = nyarray[2].toString();
secondsplit = nyarray[3].toString();
</ xsp: | ogi c>

<a><xsp:attribute name="href">honme</xsp: attri but e><l| oadi ngi ng/ ></ a>
<xsp: | ogi c>
String sector = null
</ xsp: | ogi c>
<esql : connecti on>
<esql : pool >wf ngt </ esql : pool >
<esqgl : execut e- query>
<esql : query>
SELECT ur_sector
FROM Users
VWHERE ur _nane = '<xsp: expr>secondsplit</xsp: expr>
</ esql : query>
<esql : resul ts>
<esql :rowresul t s>
<xsp: | ogi c>
sector = <esql:get-string colum="ur_sector"/>
session.setAttribute("sector", sector);
</ xsp: | ogi c>
</ esql :rowresul ts>
</ esql :results>
</ esql : execut e- query>
</ esql : connecti on>
<xsp: | ogi c>
session.set Attri bute("user", <xsp: expr>secondsplit</xsp: expr>);
session.setAttribute("rol e", <xsp: expr>firstsplit</xsp:expr>)
</ xsp: | ogi c>
</ body>
</ htm >
</ xsp: page>

— MaximeGheysen
Attachment: Idap.xsl
Attachment: login.xsp

Attachment: Idap.xml
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