TapestrySHowToSecureWithAcegiAndLDAP

This article describes how you can easily integrate Tapestry5 with Acegi using LDAP for storing your users and roles.

Setting up

The only additional dependency you'll need is the tapestry-acegi integration module that you can find here. At the time of this writing, you'll need to use the
1.1.1-SNAPSHOT release of the module as the final 1.1.1 version hasn't been released yet. If your using maven you can get this version by adding the
following to your POM:

<dependency>
<gr oupl d>nu. | ocal host . t apest ry</ groupl d>
<artifactld>tapestry5-acegi </artifactld>
<versi on>1. 1. 1- SNAPSHOT</ ver si on>

</ dependency>

.and. ..

<r eposi tory>

<i d>l ocal host . nu</i d>

<url>http://ww. | ocal host. nu/javal/ mvn-snapshot </ url >
</repository>

Configuring your application

First you'll need to add something to the Tapestry filter mapping in your web.xml file. This is because by default when you specify a filter mapping the filter
will actually only be invoked when actual request are made to the configured URL, but not when the RequestDispatcher forwards a request to that URL.
Acegi uses FORWARD so you'll have to make you filter mapping look something like this:

<filter-mppi ng>
<filter-name>app</filter-nane>
<url-pattern>/*</url-pattern>
<di spat cher >FORWARD</ di spat cher >
<di spat cher >REQUEST</ di spat cher >
</filter-mappi ng>

Now you'll need to configure your security services. As every configuration in Tapestry, this is done you the application module. | usually create and Securit
yModule submodule so that i don't get my main module filled with security stuff, but you can place the following code in any module you want.

public class SecurityMdul e

{
public static UserDetail sService buil dLdapUserDetail sService(final @nject LdapUser Search | dapUser Search,

final Logger | ogger)
{

return new UserDet ail sService()

{

/**
* Finds user details by the usernane.
*
* @aram usernane the usernane to | ook for.
* @eturn the user details or <code>null</code> if no user is found with the given usernane.
*/
public UserDetails |oadUserByUsernanme(String usernamne)
{
try
{

return | dapUser Sear ch. sear chFor User (user nane) ;
} catch (UsernaneNot FoundExcepti on ex)

{

logger.info("Couldn't find user with usernane \"" + usernane + "\".");

return null;


http://www.acegisecurity.org
http://www.localhost.nu/java/tapestry5-acegi
http://java.sun.com/products/servlet/2.3/javadoc/javax/servlet/RequestDispatcher.html
#
#
http://tapestry.apache.org/tapestry5/apidocs/org/apache/tapestry5/ioc/annotations/SubModule.html

public static Initial DirContextFactory buildlnitialDirContextFactory(@nject @alue("${l dap-provider-url}")
String providerUrl,
@nj ect @al ue("${I dap- manager-dn}")
String nanager Dn,
@nj ect @al ue("${! dap- manager -
password}") String nmanager Passwor d)

{
assert providerUl != null;
assert managerDn != null;
assert manager Password != nul|;

/1 Initialize the context factory

Defaul tInitial DirContextFactory factory = new Defaul tinitial DirContextFactory(providerUrl);
factory. set Manager Dn( manager Dn) ;

factory. set Manager Passwor d( manager Passwor d) ;

/Il Sets the referral property of the Context (http://java.sun.conlj2se/1.5.0/docs/api/javax/nanm ng/ Context.
ht ml #REFERRAL)

Map<String, String> extraEnvVars = new HashMap<String, String>();

extraEnvVars. put ("java. nam ng.referral”, "follow");

factory. set ExtraEnvVar s(extraEnvVars);

return factory;

}

public static LdapUser Search buil dFilterBasedLdapUser Search(Initial Di rContextFactory factory,
@nj ect @al ue("${l dap-users-search-base}")
String usersSearchBase)

{
Fi | t er BasedLdapUser Sear ch user Search = new Fi | t er BasedLdapUser Sear ch(user sSear chBase, "(cn={0})", factory);

/| search in subtrees
user Sear ch. set Sear chSubt ree(true);

user Sear ch. set Der ef Li nkFl ag(true);

return user Search;

}

public static AuthenticationProvider buildLdapAuthenticationProvider(InitialDirContextFactory factory,
@ nj ect LdapUser Search | dapUser Sear ch,
@nj ect @al ue("${I dap-rol es-search-
base}") String rol esSearchBase)
throws Exception
{
Bi ndAut henti cator authenticator = new Bi ndAut henti cator(factory);
aut henti cat or. set User Sear ch(| dapUser Sear ch) ;
aut henticator. afterPropertiesSet();

Def aul t LdapAut hori ti esPopul at or popul at or = new Def aul t LdapAut hori ti esPopul ator (factory, rol esSearchBase);
popul at or. set G oupRol eAttribute("cn");

popul at or. set GroupSear chFi | ter (" menber={0}");

popul at or. set Def aul t Rol e(" ROLE_ANONYMOUS") ;

popul at or. set Convert ToUpper Case(true);

popul at or. set Sear chSubtree(true);

popul at or. set Rol ePrefi x("ROLE_");

return new LdapAut henti cati onProvider (authenticator, popul ator);

}

public static void contributeProvider Manager (O der edConfi gurati on<Aut henti cati onProvi der> configuration,
@ nj ect Ser vi ce( " LdapAut henti cati onProvi der")
Aut henti cati onProvi der | dapAut henti cati onProvi der)

{

configuration.add("| dapAut henti cati onProvider", |dapAuthenticationProvider);

}

public static void contributeApplicationDefaults(MappedConfiguration<String, String> configuration)



/1 Ul redirected to when trying to use a secured class and/or nethod.
configuration.add("acegi.loginformurl", "/login");

/1 Ul redirected to when fails to |ogin.
configuration.add("acegi.failure.url", "/login/failed");

/1 1f set to other than enpty, the request dispatcher will "forward" to this specified error page view
From Acegi docunentation: The error page to use.

/1 Mist begin with a "/" and is interpreted relative to the current context root.

configuration.add("acegi.accessDenied.url", "/accessdenied");

/] Change the default password encoder. Mist inplenent org.acegisecurity.providers.encodi ng. Passwor dEncoder .
configuration. add("acegi . password. encoder"”, "org.acegi security.providers.encodi ng. Mi5Passwor dEncoder ") ;

/| Page redirected to after a successful | ogout.
configuration.add("acegi.afterl ogout.page", "Index");

I think most of is self explanatory. As you can see there are a lot inject symbols, this is because i wanted to keep this solution as generic as possible so it
could be used in other projects without changing any code. You'll find more information on some of the configurations made here.

Lets use it

Using this couldn't be simpler. Secure your application the way its described here. Just add the @Secured annotation on your page classes and methods
and it's done.


http://www.localhost.nu/java/tapestry5-acegi/conf.html
http://www.localhost.nu/java/tapestry5-acegi/usage.html
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