Tapestry5PreventClientSideChanges

How to protect server side generated values against client side changes using a HMAC

(an attempt to fix https://issues.apache.org/jira/browse/TAPESTRY-2482)

Tapestry 5 stores some server side generated state at the client side. Example of this is t:formdata and t:state:client. Client side state however can be
changed by the client (which is pretty obvious “*. Some, including me, see this as a possible security vulnerability. Even though sensitive data (which
should not accesible to the user) should never be stored client side, allowing changes to the client side state can still be problematic. One way to prevent
client side changes is the addition of a secure checksum that is derived from the client side data. If the data is changed the checksum no longer matches
and the server can detect that the state has been changed. The checksum need to be generated in such a way that the client is unable to generate a
checksum him/her self. The standard choice for such a checksum is the "keyed-Hash Message Authentication Code" (HMAC) (See: http://en.wikipedia.org
Iwiki/HMAC).

The following part will briefly explain how you can add an automatic checksum to sensitive elements.

Application State Object (ASO)

The HMAC requires a secret for the calculation of the checksum. In principle you can use one key for all clients (client is defined as having a session). But,
in order to make a 'reply attack’ less likely (will come to that later) | have chosen to give each use his/her own secret key. It depends on you requirements
whether this is acceptable (memory wise).


https://issues.apache.org/jira/browse/TAPESTRY-2482
http://en.wikipedia.org/wiki/HMAC
http://en.wikipedia.org/wiki/HMAC

/**
* Application state object which will hold the randomy generated key used for the
* cal cul ation of a HVAC checksum

* Note: This won't protect you against a 'reply attack'.

* @uthor Martijn Brinkers

*/
public class HVAC
{
private final String algorithm
private final SecretKey key;
public HVAC( @ nj ect @al ue("${hnmac. al gorithn}") String algorithm
throws NoSuchAl gorithnException
{
Check. not Nul | (al gorithm "algorithnt);
this.algorithm= algorithm
KeyGener at or kg = KeyGenerator.getlnstance(al gorithm;
key = kg. generat eKey();
}
public SecretKey getKey() {
return key;
}
public String cal cul ateHVAC(String i nput)
throws NoSuchAl gorithnException, InvalidKeyException
{
Mac mac = Mac. getlnstance(al gorithm;
mac. i nit(key);
byte[] hmac = nac. doFinal (M scStringUtils.getAsciiBytes(input));
return toMaxRadi x( hnmac) ;
}
public static String toMaxRadi x(byte bytes[])
{
Bi gl nt eger biglnt = new Biglnteger(1l, bytes);
return biglnt.toString(36);
}
}

Adding the HMAC hidden field and checking the HMAC

The HMAC need to be calculated after the page has been rendered. The calculated HMAC will need to be added as a hidden field to the page. Adding the
hidden field requires a MarkupRendererFilter and checking the HMAC requires a ComponentEventRequestFilter. The following interface and
implementation shows you how HMAC is ‘injected' and how the HMAC is checked when a request comes in. The HMACFilterimpl requires an array of
Strings with the element names that need to be protected with a HMAC. When an element that requires protection is found in the generated page the
HMAC of the elements value is calculated and added as a hidden field. When the request comes in, the MHAC of the value is again calculated and
compared to a list of HMACs from the request.

public interface HVACFilter extends Conponent Event RequestFilter, MarkupRendererFilter {
/*
* For now we do not need any extra methods.
*
/


#
#

* Filter that calculates the HVAC of a el enents value and add the HVAC to the generated page

* as a hidden element. Wien a page is activated (for exanple by a post) the HVAC fromthe request
* is checked against a (newy) calculated HVAC. If the HVACs differ it means that the val ue

* has been changed and the user is redirected to another page that to report this.

* @uthor Martijn Brinkers

*/
public class HVACFil terlnpl inplenents HVACFil ter

{
private final static Logger |ogger = LoggerFactory. getLogger (HMACFi | terlnpl.class);

/*

* The set of all elenment nanes that need to be protected by a checksum
*/

private Set<String> protectedEl enents = new HashSet <String>();

public static String HVAC_PARAMETER = "hmac- checksunt';

private final ApplicationStateManager asm
private final Request request;

private final Response response;

private final LinkFactory |inkFactory;

private final RequestPageCache request PageCache;

/*

* The page to redirect to when securelDis incorrect
*/

private final String redirectTo;

/*
* Exception thrown when HVAC i s incorrect
*/
private static class Incorrect HWACException extends Exception
{
private static final long serial VersionU D = -8133828090623176301L;
public Incorrect HVACExcepti on(String nessage) {
super (message) ;
}
}

public HVACFi I terlnpl (ApplicationStateManager asm Request request, Response response,
Li nkFactory |inkFactory, RequestPageCache requestPageCache, String redirectTo,

String... protectedEl ements)
{

Check.notNull (asm "asnl');
Check. not Nul | (request, "request");
Check. not Nul | (response, "response");
Check. not Nul | (i nkFactory, "linkFactory");
Check. not Nul | (request PageCache, "requestPageCache");
Check.notNul |l (redirectTo, "redirectTo");
this.asm= asm
this.request = request;
this.response = response;
this.linkFactory = linkFactory;
t hi s. request PageCache = request PageCache;
this.redirectTo = redirectTo;

for (String protectedEl enent : protectedEl ements)

{
if (protectedEl ement == null) {
conti nue;

}

protect edEl enent = protectedEl ement.trin().toLowerCase();

t hi s. prot ect edEl ement s. add( pr ot ect edEl enent) ;



}
public void render Mar kup(MarkupWiter witer, MrkupRenderer renderer)
{

renderer.render Markup(writer);

Docunment document = writer.getDocunent();

if (document != null)

{
El ement root = docunent. get Root El enent () ;
if (root !'= null)
{

Li nkedLi st <El enment > queue = new Li nkedLi st <El enent >();
queue. add(root);

while (!queue.isEmty())

{
El erent el ement = queue. renoveFirst();
if (element == null) {
conti nue;
}

String el ement Nane = el ement.getAttribute("name");

if (elementName !'= null) {
el enent Name = el enent Nane. trin().toLower Case();

}

if (protectedEl enents. contains(el ement Nange))

{
/*
* |t's a protected itemso we should cal cul ate the HVAC of the val ue
*/
String value = elenent.getAttribute("val ue");

String hmac;
try {

}
catch (Invali dKeyException e) {
t hrow new M nesecur eRunti neExcepti on(e);

hmac = cal cul at eHVAC( val ue) ;

}
catch (NoSuchAl gorithnException e) {
throw new M nesecur eRunti neException(e);

}

/*
* Add the HVAC checksum as a hi dden el enent
*/
el enent . el enent ("i nput",
"type", "hidden",
"name", HVAC_PARAMETER
"val ue", hnac);

}

for (Node n : elenment.getChildren())
{

El enent child = null;

if (n instanceof Elenment) {
child = (Elenment) n;

}

if (child !'= null) queue.addLast(child);



public void handl e( Conponent Event Request Par anet ers paraneters,
Conponent Event Request Handl er handl er)
throws | CException

{
Page page = request PageCache. get (paraneters. get Acti vePageNane());

try {
if (isHWVACProtected(page))
{
/*
* W will build a set of all the HVMACS we can find in the request
*/
String[] hmacParaneters = request. get Paranet er s( HVAC PARAMETER) ;
Set<String> hmacs = new HashSet <String>();
if (hmacParaneters !'= null)
{
for (String hmac : hmacParaneters) {
hmacs. add( hnmac) ;
}
}
for (String protectedEl enent : protectedEl ements)
{
/*
* There can be nore than one protected val ue per el enent
*/
String[] protectedVal ues = request. get Paraneters(protectedEl emrent);
if (protectedValues != null)
{
for (String protectedValue : protectedVal ues)
{
String hmac = cal cul at eHVAC( pr ot ect edVal ue) ;
if (!hmacs. contains(hmac)) {
throw new I ncorrect HVACExcepti on("The hmac " + hmac + "
is incorrect");
}
}
}
}
}
/*
* Not protected or checksumis correct so continue
*/
handl er. handl e( par aneters);
}
cat ch( I ncorrect HVACExcepti on €)
{
| ogger . war n( e. get Message());
Link link = IlinkFactory. createPagelLi nk(redirectTo, false);
response. sendRedi rect (1i nk);
}

catch (Invali dKeyException e) {
t hrow new | CException(e);
}
catch (NoSuchAl gorithnException e) {
t hrow new | CException(e);
}
}

private String cal cul at eHMAC(String val ue)



throws | nvali dkeyException, NoSuchAl gorithnException

{
if (value == null) {
value = "";
}
return asm get (HVAC. cl ass) . cal cul at eHMAC( val ue) ;
}
private bool ean i sHVACPr ot ect ed( Page page)
{
/*
* For now all actions are protected. W can always create a special Annotation when
* we need to specify which pages/actions are protected.
*/
return true;
}

Application Module

The following items need to be added to your application module (or to a new module)

public void contributeConponent Event Request Handl er (O der edConf i gur at i on<Conponent Event Request Fi l ter >
configuration,
HVMACFi | ter hMACFi | ter)
{
configuration.add("HVACFi lter", hMACFilter, "after:*");
}

public static HVACFi |l ter buil dHVACFi | ter (Applicati onSt ateManager asm
Request request, Response response, LinkFactory |inkFactory,
Request PageCache request PageCache, @nject @al ue("${hnmac.redirectTo}") String redirectTo)

{
String[] protectedEl ements = {Form FORM DATA, "t:state:client"};
HVACFi I ter filter = new HVACFi |l terlnpl (asm request, response, |inkFactory, requestPageCache,
redi rect To, protectedEl enents);
return filter;
}

public void contributeMrkupRenderer (O der edConfi gur ati on<Mar kupRenderer Fi |l ter> configuration,
HVACFi | ter hMACFi | ter)

{
}

configuration.add("HVACFi | ter", hMACFilter, "after:Upl oadException", "before:Aj ax");

public static void contributeFactoryDefaul ts(
MappedConfi gurati on<String, String> configuration)
{
configuration.add("hnec. al gorithnf, "HmracSHAL");
configuration.add("hnac. redirect To", "accessdenied");

The default algorithm for the HMAC is HmacSHA1. The hmac.redirectTo parameter sets the page to which is redirected when the HMACs do not match.

Replay Attack

The HMAC checksum protects you against changes done by the client but not against a replay attack (see http://en.wikipedia.org/wiki/Replay_attack)
because the checksum calculation is kind of static. If you want to prevent replay-attacks you can for example add a counter that is increased for each
request to the HMAC calculation process. The example above uses a random key stored in the user session. After the user session has ended all of the
HMACs previously generated become invalid. A reply attack is therefore only possible within one session (and thus won't protect you against the current
user)

Martijn Brinkers (m.brinkers@pobox.com)
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