TokenizedRequestFilter

NOTE: This is information applies to Tapestry 4 but may be applicable to newer
versions.

Many of my applications require a significant degree of server-side state, but unfortunately this can lead to user frustration if the application is not tolerant
to stale sessions. Tapestry provides a nice mechanism for page validation via the PageValidateListener interface, giving the application a convenient way
to redirect to (for example) a login page to verify user credentials and possibly for creation of a Visit or other necessary application state objects. In my
situation, all non-validated users are redirected to a central authentication server, which redirects back to the original application upon successful login.

The frustration arises when the application is left idle for an extended period of time and the user later returns with the expectation of being able to
continue uninterrupted. Since frequently the server session no longer exists, the authentication server must be called upon to re-establish credentials. In
my case, this step is often performed transparently by the use of cookies, so all the user sees after submitting a form or clicking a link is either the Home
page, a Stale Session page, or possibly the current page re-rendered without the user's changes. Without a way of preserving the original request, this
redirection (sometimes multiple redirections) results in the loss of the user's form data (or other requested actions).

I've tried the brute force method of encoding the POST form data into the URL, but browser URL limits of anywhere from 2K to 4K bytes severely limit the
usefulness of this method. Jeff Lubetkin described a method he has used of implementing WebRequestServicerFilter to be able to participate in the
Tapestry request process via the WebRequestServicerPipeline. | have made use of this in the past for other purposes such as monitoring for certain types
of requests, and it seemed appropriate and fairly straight-forward to implement it here as well.

Since the specifics of pageValidate are very application dependent, | will only show a portion of that below.

To start with, please add this to your hivemodule.xml

<servi ce-poi nt id="tokeni zedRequestFilter" interface="org.apache.tapestry. servi ces. WbRequest ServicerFilter">
<i nvoke-factory>
<construct class="com foo. Tokeni zedRequestFilter">
<set-service property="request" service-id="tapestry. gl obals. H t pServl et Request"/>
<set-service property="response" service-id="tapestry.globals. HtpServl et Response"/>
</ construct >
</invoke-factory>
</ servi ce- poi nt >

<contribution configuration-id="tapestry.request.WbRequest Servi cer Pi pel i ne">
<filter name="t okeni zedRequestFilter" object="service:tokeni zedRequestFilter"/>
</contribution>

Next, TokenizedRequestFilter.java. Please notice the comments as well, although that situation should not normally occur unless the user expired a
session, recovered using the TokenizedRequestFilter, allowed that second session to also eventually expire, and then performed a browser refresh,
resubmitting the old postToken. In that unlikely case, the application-defined ExceptionPage will be rendered.


#
#
#
#

package com f o0o;
import java.io.|CException;

i mport org.apache. tapestry. servi ces. WebRequest Servi cer;

i mport org.apache. tapestry. servi ces. WbRequest Servi cerFil ter;
i mport org.apache. tapestry. web. WebRequest ;

i mport org.apache. t apestry. web. WebResponse;

import javax.servlet.http. HtpServl et Request;
i mport javax.servlet.http. HtpServl et Response;

/**

* Web request filter to service tokenized requests.

*

* @ut hor Shawn M Church

* @ersion Tokeni zedRequestFilter, Oct 23, 2006, 10:21:01 AM

*/
public class Tokeni zedRequestFilter inplements WbRequest ServicerFilter
{
private HttpServl et Request _request;
private HttpServl et Response _response;
public void service(WbRequest request, WbResponse response, WebRequest Servi cer servicer)
throws | OException
{
/1 Looking only for a single paranmeter naned post Token.
/1 Al exceptions are caught so the current request may be
/] attenpted as a last resort. This will nost likely fail since
/1 the expected paraneters will not have been supplied,
/1 but our application ExceptionPage should at | east
/1 get invoked.
try
{
String post Token = request. get Paranet er Val ue( Tokeni zedRequest . TOKEN_NAME) ;
i f( postToken != null )
{
Tokeni zedRequest newr equest = new Tokeni zedRequest (_request, _response, postToken);
servi cer.servi ce(new equest, response);
return;
}
}
catch ( Exception e )
{
}
servicer.service(request, response);
}
public HttpServl et Request get Request () {
return _request;
}
public void set Request (HttpServl et Request _request) {
this._request = _request;
}
public HttpServl et Response get Response() {
return _response;
}
public void set Response(HttpServl et Response _response) {
this._response = _response;
}
}

You will need a ServletWebRequest wrapper called TokenizedRequest.java:


#
#

package com f o0o;

i mport
i mport
i mport
i nport

i mport
i mport
i mport

| **

org. apache. t apestry. web. Servl et WebRequest ;
org. apache. t apestry. web. WebUti | s;

org. apache. t apestry. web. WebSessi on;

org. apache. hi venmind. util . Def ense;

javax.servlet.h
javax.servlet.h
java.util.*;

ttp. Ht pServl et Request ;
ttp. Ht pServl et Response;

* Wapper for ServletWbRequest to find and extract paraneter
* val ues and names froma Map session attribute based on the
* specified post token.

* @ut hor Shawn M Church
* @ersion Tokeni zedRequest, Mn, Cct 23 2006, 10:37:54 AM

*/

public class Tokeni zedRequest extends Servl et WbRequest

{

public static String TOKEN_NAME = "post Token";
public static String TOKEN MAP_NAME = "post TokenMap";

private Map _paramet er Map;

public Tokeni zedRequest (Htt pServl et Request request, H tpServl et Response response,

}

super (request, r

esponse) ;

Map paraneterMap = nul | ;

WebSessi on sessi
if( session !=n

par anmet er Map
_paraneterMap =

on = get Session(true);

ull )

= ( Map ) session.getAttribute( TOKEN_MAP_NAME + post Token);
par anet er Map;

public List getParaneterNanmes() {
if( _parameterMap == null )

}

return null;

return WebUtils.

toSort edLi st (Col | ecti ons. enuner ati on(_par anet er Map. keySet ()));

public String[] getParaneterValues(String nane) {
if( _paraneterMap == null )

}

return null;
Def ense. not Nul | (
Obj ect val ues =
if( values == nu

return ( Stri

String value = (

return new Strin

name, "nane");

_par anet er Map. get (nane) ;

Il || values instanceof String[] )
ng[] ) val ues;

String ) val ues;

g[]{val ue};

public String getParaneterValue(String nanme) {
if( _parameterMap == null )

return null;
Def ense. not Nul | (
Obj ect val ues =
if( values == nu

return ( Stri

String[] array =
return array[O0];

name, "nane");
_par anet er Map. get (nane) ;
Il || values instanceof String )

ng ) val ues;

( String[] ) values;

String postToken) {



Finally, you will need a way to store the request parameters, for example invoked from your pageValidate method (this is just an example):

| *x*

* Capture and save the request URL to the visit object,
* storing the paraneter Map fromthe request.
*

* @aramyvisit

*/
protected void buildRedirect(Visit visit) {
if( visit == null )
return;
try
{

int post Token = new Randon(). nextInt();

StringBuffer urlbuf = new StringBuffer();
ur | buf . append( get WebRequest (). get Schene()). append("://");
ur | buf . append( get WebRequest (). get Server Nane());
i f( getWebRequest().getServerPort() !'= 80 )
url buf . append(":"). append(get WebRequest (). get ServerPort());
ur | buf . append( get WebRequest (). get Request URI () );
ur | buf . append("?") . append( Tokeni zedRequest . TOKEN_NAME) . append("=") . append( post Token) ;

visit.setRedirect (urlbuf.toString());

WebSessi on session = get WebRequest (). get Sessi on(true);
if( session !=null )
session. set Attri but e( Tokeni zedRequest. TOKEN_MAP_NAME + post Token, get Htt pServl et Request ().
get Par anet er Map() ) ;

}
catch ( Exception e )
{
_log.error(e);
}

Hopefully you will find this useful.
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