SSLWithFORMFallback6

This is my implementation of SSL with FORM fallback. It has been tested on tomcat 6.0.16. Feel free to use at is you like. | do not know if this is the best
approach, but it's simple and it works. Also see http://wiki.apache.org/tomcat/SSLWithFORMFallback

inport java.io.|OException;
import java.security. Principal;
inport java.security.cert.X509Certificate,;
i mport j avax. managenent. Mal f or medCbj ect NameExcepti on;
i mport javax. managenent . Obj ect Naneg;
i nport org. apache. cat al i na. Cont ai ner;
i mport org.apache. catalina. d obal s;
i nport org.apache. catal i na. aut henti cat or. Aut henti cat or Base;
i nport org. apache. catal i na. aut henti cat or. Const ant s;
i mport org.apache. catalina. aut henti cat or. For mAut henti cat or;
i mport org.apache. catalina. aut henticator. SSLAut henti cator;
i mport org.apache. catal i na. connect or. Request ;
i mport org.apache. catalina. connector. Response;
i nport org. apache. catal i na. depl oy. Logi nConfi g;
i mport org.apache. coyot e. Acti onCode;
/**
*
* @ut hor Vegar Neshaug
*/
public class SSLWthFornfal | back extends AuthenticatorBase {
/1 Qur two authenticators
For mAut hent i cat or formAut henti cator = new FormAut henticator();
SSLAut hent i cat or ssl Aut henticator = new SSLAut henti cator();
/**
* Descriptive information about this inplenentation.
*/
protected static final String info =
"net . neshaug. SSLW t hFor nfal | back/ 1. 0";

/**
* Return descriptive information about this Valve inplenentation.
*/
@verride
public String getlnfo() {
return (info);

}

@verride
publ i c bool ean aut henti cat e(Request request, Response response, Logi nConfig config) throws | OException {
/1 Have we already authenticated soneone?

Principal principal = request.getUserPrincipal();
/1String ssold = (String) request.get Note(Constants. REQ SSO D _NOTE) ;
if (principal !'= null) {

/'l Associate the session with any existing SSO session in order
/1 to get coordinated session invalidation at |ogout
String ssold = (String) request.getNote(Constants. REQ SSO D_NOTE) ;
if (ssold !'=null) {
associ ate(ssol d, request.getSessionlnternal (true));
}
return (true);

}

/] Get certificates fromthe request
bool ean certAuth = true;
X509Certificate certs[] = (X509Certificate[]) request.getAttribute(d obals. CERTI FI CATES_ATTR);
if ((certs == null) || (certs.length < 1)) {
request . get Coyot eRequest (). acti on( Acti onCode. ACTI ON_REQ SSL_CERTI FI CATE, null);
certs = (X509Certificate[]) request.getAttribute(d obals. CERTI FI CATES_ATTR);

}

if ((certs == null) || (certs.length < 1)) {
/1 No certificates
certAuth = fal se;

}

/| Del egate authentication request


http://wiki.apache.org/tomcat/SSLWithFORMFallback

if (certAuth) {
return ssl Aut henti cator. authenticate(request, response, config);
} else {
return formAut henticator. authenticate(request, response, config);
}
}

@verride

public void start() throws Lifecycl eException {
super.start();
formAut henticator.start();
ssl Aut henticator.start();

}

@verride

public void stop() throws LifecycleException {
super.stop();
formAut henti cator. stop();
ssl Aut henti cator. stop();

}

/1 1'd rather not have the below, but it is necessary for the
/] authenticators to work properly.
@verride
public void setContai ner(Container container) {
super . set Cont ai ner (cont ai ner);
ssl Aut henti cat or. set Cont ai ner (cont ai ner) ;
f or mAut hent i cat or. set Cont ai ner (cont ai ner) ;

}

@verride
public CbjectNanme createObject Nane(String donain, ObjectNane parent)
throws Mal f or medObj ect NaneException {
ssl Aut henti cat or. cr eat eQbj ect Nane(donai n, parent);
formAut hent i cat or. cr eat eCbj ect Name(donai n, parent);
return super.createCbj ect Nane(domai n, parent);
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