SimpleSftpFileDownload
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Overview

This is a basic example to use VFS to retrieve files from a remote system using the SFTP protocol. Files matching a specified regular expression are
retrieved.

Example Configuration

For the purposes of this example the remote system is named "sftpremote.example.com". The files to be retrieved are in a directory named /data/source
[fires/smoke and the files are named smokeYearMoDy_wkt.txt. Thus the data file for March 25, 2008 is named "smoke20080325_wkt.txt".

The downloaded files will be received in the local directory /local/received/fires/smoke.

Connect to the remote sftpremote.example.com system using the login "smokey" and password "bear".

Key Concepts

Access to a remote system using SFTP uses the SSH secure shell protocol. Although the behavior is similar to FTP, it is not FTP run over a secure
connection. There are some differences between FTP and SFTP that should be noted. One of these it the lack of the FTP binary/ASCII transfer mode, in
SFTP all transfers are binary as if they were executed with an "scp" (secure copy) command.

This example code uses a regular expression to match files on the remote system, so that not all of the files in the source directory are transferred. The f i
| ePatternStringis setto ".*/smoke\\d{8}_wkt
.xt". This has the regular expression components of:

® "*["matches any path that precedes the filename. The "." is wildcard character, "*" specifies that 0 or more of these may be present. The "/"
matches the directory separator.

o v
d{8}" matches 8 digits (4 for the year, 2 for the month number, and 2 for the day of the month). The doubled backslash is to escape a single

backslash for Java string literals. "\d" indicates any digit, and "{8}" specifies exactly 8 of the preceding character or pattern.
o v

" is an escaped "\." which means a literal period instead of a wild card interpretation of "."

It is important to call the close() method of the DefaultFileSystemManager to clean up any temporary files and close all providers. Otherwise the program
will appear to hang after downloading files.

Source Code

The code provided below is for a Maven 2 project.

pom.xml Project File

The pom xni file defines how the project is built for maven 2:

<project xm ns="http://maven. apache. org/ POM 4. 0. 0" xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemaLocati on="htt p:// maven. apache. org/ POM 4. 0. 0 http:// maven. apache. or g/ maven-v4_0_0. xsd" >
<nodel Ver si on>4. 0. 0</ nodel Ver si on>
<gr oupl d>gov. noaa. eds. byExanpl e</ gr oupl d>
<artifactld>trySinpl eVfsSftp</artifactld>
<packagi ng>j ar </ packagi ng>
<ver si on>1. 0- SNAPSHOT</ ver si on>
<nane>t rySi npl eVf sSf t p</ name>
<url >http://maven. apache. org</url >
<bui | d>
<ext ensi ons>
<ext ensi on>
<gr oupl d>or g. apache. maven. wagon</ gr oupl d>
<artifactld>wagon-ssh-external </artifactld>
<ver si on>1. 0- bet a- 2</ ver si on>
</ ext ensi on>
</ ext ensi ons>
<pl ugi ns>
<pl ugi n>
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<artifact!d>maven-conpil er-plugin</artifactld>
<configuration>
<source>1. 5</ source>
<t arget>1. 5</target>
</ configurati on>
</ pl ugi n>
<pl ugi n>
<artifactld>maven-assenbl y-pl ugi n</artifactld>
<configuration>
<descri pt or Ref s>
<descri ptor Ref >j ar-wi t h- dependenci es</ descri pt or Ref >
</ descri pt or Ref s>
<ar chi ve>
<mani f est >
<mai nC ass>gov. noaa. eds. byExanpl e. t rySi npl eVf sSft p. App</ mai nCl ass>
</ mani f est >
</ ar chi ve>
</ configurati on>
</ pl ugi n>
<pl ugi n>
<artifactld>maven-antrun-plugin</artifactld>
<configuration>
<t asks>
<j ava cl assname="gov. noaa. eds. byExanpl e. trySi npl eVf sSft p. App" cl asspat hr ef =" naven.
runtime. cl asspat h">

</java>
</ tasks>
</ confi gurati on>
</ pl ugi n>
</ pl ugi ns>
</ bui | d>

<dependenci es>

<!-- Supports VFS SFTP -->

<dependency>
<groupl d>com j craft </ groupl d>
<artifactld> sch</artifactld>
<versi on>0. 1. 23</ ver si on>
<optional >true</optional >

</ dependency>

<dependency>
<gr oupl d>commons- | oggi ng</ gr oupl d>
<artifactl d>comons-1oggi ng</artifactld>
<versi on>1. 1</ ver si on>

</ dependency>

<dependency>
<gr oupl d>conmons- vf s</ gr oupl d>
<artifactld>comons-vfs</artifactld>
<ver si on>1. 0</ ver si on>

</ dependency>

<dependency>
<groupl d>j uni t </ gr oupl d>
<artifactld>unit</artifactld>
<versi on>3. 8. 1</ ver si on>
<scope>t est </ scope>

</ dependency>

</ dependenci es>
</ proj ect >

Code Listing

Content of sr ¢/ mai n/ j aval/ gov/ noaa/ eds/ byExanpl e/ t rySi npl eVf sSft p/ App. j ava (yes, maven does expect the file to be nested down in this
directory hierarchy). Be sure to customize the variables near the top of the listing to match your environment if you intend to run this code. The variables to
modifiy are host, user, password, remoteDir, filePatternStringandlocalDir.

/*

* App.java

*/

package gov. noaa. eds. byExanpl e. trySi npl eVfsSftp



inport java.io.File;

import java.util.regex.Pattern;

i mport org.apache. conmons. vfs. Al | Fil eSel ector;

i mport org.apache. commons. vfs. Fi | eObj ect ;

i mport org.apache. conmons. vfs. Fi | eSyst enExcepti on;

i nport org. apache. commons. vfs. Fi | eSyst enanager ;

i mport org.apache. conmons. vfs. Fi | eSyst enOpti ons;

i nport org. apache. commons. vfs. Fi |l eType;

i nport org. apache. commons. vfs. User Aut henti cat or;

i mport org.apache. commons. vfs. VFS;

i mport org.apache. conmons. vfs. auth. Stati cUser Aut henti cator;

i mport org.apache. conmons. vfs.inpl. Defaul tFileSystentConfigBuilder;
i mport org.apache. conmons. vfs.inpl. Defaul tFil eSyst eniVanager ;

i nport org.apache. commons. vfs.inpl. Standar dFi | eSyst emManager ;
i mport org.apache. conmons. vfs. provider.local.Local File;

/**

* Exanpl e use of VFS sftp
*

*/

public class App {

/1 Set these variables for your testing environnent:

private String host = "sftprenote. exanple.cont; // Renote SFTP host nanme
private String user = "snokey"; /] Renmpte system | ogin nane

private String password = "bear"; // Renpte system password

private String renoteDir = "/datal/source/fires/snoke";

/1 Look for a file path like "snpke20070128_wkt.txt"

private String filePatternString = ".*/snoke\\d{8}_wkt\\.txt";

/1 Local directory to receive file

private String localDir = "/local/received/fires/snoke";

private File localDirFile;

private Pattern filePattern;

private Fil eSystenmMvanager fsManager = null;
private FileSystenOptions opts = null;
private FileObject sftpFile;

private FileObject src = null; // used for cleanup in rel ease()

public static void nain(String[] args) {
System out. println("SFTP downl oad");
App app = new App();

app.initialize();
app. process();
app. rel ease();

} /1 main( String[] args )

/**
* Creates the download directory localDir if it
* does not exist and nakes a connection to the renote SFTP server.
*
*/
public void initialize() {
if (localDirFile == null) {
localDirFile = new File(localDir);
}
if (!this.localDirFile.exists()) {
local DirFile. nmkdirs();
}

try {
this. fsManager = VFS. get Manager () ;
} catch (Fil eSystenException ex) {



throw new Runti meException("failed to get fsManager from VFS', ex);

}

User Aut henti cator auth = new StaticUserAuthenticator(null, this.user,
t hi s. password);

this.opts = new Fil eSystenmOptions();
try {

Def aul t Fi | eSyst emConfi gBui | der. get I nstance(). set User Aut henti cat or (opts,

aut h);

} catch (Fil eSystenException ex) {

t hrow new Runti meException("setUserAut henticator failed", ex);

}

this.filePattern = Pattern.conpile(filePatternString);
Y /1 initialize()

/**

* Retrieves files that match the specified FileSpec fromthe SFTP server
* and stores themin the local directory.

*/

public void process() {

String startPath = "sftp://" + this.host + this.renoteDir;
Fi |l eCbj ect[] children;

/] Set starting path on renpte SFTP server.

try {
this.sftpFile = this.fsManager.resol veFile(startPath, opts);

System out. println("SFTP connection successfully established to " +
startPath);
} catch (FileSystenException ex) {
t hrow new Runti neException("SFTP error parsing path " +
this.renotebDir,
ex);

/] Get a directory listing
try {
children = this.sftpFile.getChildren();
} catch (Fil eSystenException ex) {
throw new Runti meException("Error collecting directory listing of
startPath, ex);

[

}

search:
for (FileObject f : children) {
try {
String relativePath =
Fi |l e. separatorChar + f.getNane().getBaseNane();

if (f.getType() == FileType. FILE) {
Systemout.println("Exanmning renote file " + f.getNane());

if (!this.filePattern. matcher(f.getName().getPath()).nmatches()) {
Systemout.println(" Filename does not match, skipping file .
rel ati vePath);
conti nue search;

}

String local Ul = "file://" + this.localDir + relativePath;
String standardPath = this.localDir + relativePath;
Systemout.printlin(" Standard local path is " + standardPath);
Local File localFile =

(Local File) this.fsManager.resol veFile(local Ul);
Systemout. println(" Resol ved |l ocal file nane: " +

| ocal Fil e.getName());

if (!localFile.getParent().exists()) {



l ocal Fil e. getParent (). createFol der();

}

Systemout.println(" ### Retrieving file ###");
| ocal Fil e. copyFron(f,
new Al | Fil eSel ector());
} else {
Systemout.printlin("lgnoring non-file " + f.getName());

} catch (Fil eSystenException ex) {
throw new Runti meException("Error getting file type for " +
f.getNanme(), ex);

}
} /1 for (FileGbject f : children)
/1 Set src for cleanup in release()

src = children[0];
} 11 process(Object obj)

/**
* Rel ease systemresources, close connection to the filesystem
*/
public void release() {
FileSystemfs = null;

fs = this.src.getFileSysten(); // This works even if the src is closed.
t hi s. fsManager. cl oseFi | eSysten(fs);

} 11 release()
} 11 class App

Detlev Moerk brought to my attention that there is an alternative method to casting fsManager to DefaultFileSystemManager and then calling close(). The
release method could instead use t hi s. f sManager . cl oseFi | eSyst en(fs);, you would have to declare fs as a FileSystem object in the class and
set it from one of the FileObjects in the process routine:

Fil eCbject src = null;
<-- In processing(), do your things, including src = children[0] -->

public void release() {
FileSystemfs = null;

this.src.close(); // Seens to still work even if this line is onmitted
fs = this.src.getFileSystem(); // This works even after the src is closed.
t hi s. fsManager. cl oseFi | eSysten{(fs);

I have incorporated Detlev's suggestion into the example above, because the original release method used "( ( Def aul t Fi | eSyst emvanager) this.
fsManager) . cl ose() ; " which worked once, but if you reinitialize and run the process again you will get an error containing

org. apache. commons. vfs. Fi | eSyst enException: Unknown schene "sftp" in UR "sftp://sftprenote. exanpl e.con data
/ source/ fires/snoke/"

Detlev's method doesn't have this problem.

Compiling
Compile the source code with

m/n assenbl y: assenbl y

This will create an executable jar file in the standard t ar get directory.



Running

Use a command like this to run the example

java -jar target/trySi npl eVfsSftp-1.0- SNAPSHOT-| ar - wi t h- dependenci es. j ar

Sample Output

If the remote system has the following files in the /data/source/fires/smoke directory:

README.txt
smoke20070328_wkt.txt
smoke20070426_wkt.txt

smoke20070430.txt
The middle two with *_wkt" in their names should be retrieved.

SFTP downl oad
Mar 25, 2008 1:00: 44 PM org. apache. commons. vfs. VfsLog info
INFG Using "/tnp/vfs_cache" as tenporary files store.
SFTP connection successfully established to sftp://sftprenote.exanpl e.conf data/source/fires/snoke
Exanining renpte file sftp://sftprenpte. exanpl e. conf data/source/fires/snoke/ README. t xt
Fi | ename does not match, skipping file ./README. t xt
Exami ning renpte file sftp://sftprenote. exanpl e. conf data/source/fires/snmoke/ snoke20070328_wkt . t xt
Standard | ocal path is /local/received/fires/snoke/ snroke20070328_wkt . t xt
Resol ved local file nane: file:///local/received/fires/snoke/ snroke20070328_wkt . t xt
### Retrieving file ###
Exami ning renote file sftp://sftprenote. exanpl e. conf data/source/fires/snoke/ sroke20070426_wkt . t xt
Standard | ocal path is /local/received/fires/snmoke/ snoke20070426_wkt . t xt
Resol ved local file nane: file:///local/received/fires/snoke/ snroke20070426_wkt .t xt
### Retrieving file ###
Examining renpte file sftp://sftprenote. exanpl e. con dat a/ source/ fires/snoke/ snoke20070430. t xt
Fi | ename does not match, skipping file ./snmke20070430. t xt

There should now be files matching the fi | ePat t er nSt ri ng in the local machine directory "/local/received/fires/smoke".
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