ApacheVirtualHostMysql httpd.conf

SRR R
# Apache HTTPD 2.2 #
# Virtual Host #
# By Jorge Schrauwen #

# Core Configuration
Server Root "/srv/httpd"
Server Name Cygnus
PidFile logs/httpd. pid

Ti meout 300

KeepAlive On

MaxKeepAl i veRequests 100
KeepAl i veTi neout 15

# Miulti-Processing Modul e Configuration
# Wndows NT
<I f Modul e npm wi nnt. c>
#250 Prod, 25 dev - w owe
ThreadsPer Chil d 25
MaxRequest sPerChild 0
<I| f Defi ne W NFI X>
#Fi x broken Accept Ex (- DW NFI X)
Enabl eSendfile O f
Enabl eMVAP OF f
W n32Di sabl eAccept Ex
</|fDefine>
</| f Modul e>

# UNI X Conpati bl e

<| f Modul e ! mpmwi nnt. c>
#daenon user
User apache
Group apache

<I f Modul e prefork.c>

Start Servers 8
M nSpar eServers 5
MaxSpar eSer ver s 20
ServerLimt 256
MaxC i ents 256
MaxRequest sPer Chi |l d 4000

</| f Modul e>

<I f Modul e wor ker. c>
Start Servers 2
MaxC i ents 150
M nSpar eThr eads 25
Max Spar eThr eads 25
Thr eadsPer Chi | d 25
MaxRequest sPerChild O

</| f Modul e>

</ | f Modul e>

# Modul e | ncl udes

# -> General Modul es

LoadModul e acti ons_nodul e nodul es/ nod_acti ons. so
LoadModul e al i as_nodul e nodul es/ nod_al i as. so

LoadModul e aut oi ndex_nodul e nodul es/ nod_aut oi ndex. so
LoadModul e di r_nodul e nodul es/ nod_di r. so

LoadModul e | og_confi g_nodul e nodul es/ nod_| og_confi g. so
LoadModul e | ogi o_nodul e nodul es/ nod_| ogi 0. so

#LoadModul e vhost _al i as_nodul e nodul es/ nbd_vhost _al i as. so

# -> Protocal Mbdul es
#LoadModul e dav_npdul e nodul es/ nod_dav. so
#LoadModul e dav_fs_nodul e nodul es/ nod_dav_fs. so



# -> Dat abase Mdul es
LoadModul e dbd_nodul e nodul es/ nod_dbd. so

# -> Authentication Mdul es

LoadModul e aut h_basi c_nopdul e nodul es/ nod_aut h_basi c. so
#LoadModul e aut h_di gest _nodul e nodul es/ nod_aut h_di gest. so
#LoadModul e aut hn_anon_nodul e nodul es/ nod_aut hn_anon. so
LoadModul e aut hn_dbd_nodul e nodul es/ nod_aut hn_dbd. so
#LoadModul e aut hn_dbm nodul e nodul es/ nod_aut hn_dbm so
#LoadModul e aut hn_def aul t _npdul e nodul es/ nod_aut hn_defaul t. so
LoadModul e authn_fil e_nodul e nodul es/ mod_aut hn_file. so
LoadModul e aut hz_dbm nodul e nodul es/ nod_aut hz_dbm so
#LoadModul e aut hz_def aul t _nodul e nodul es/ nod_aut hz_defaul t. so
LoadModul e aut hz_groupfil e_nodul e nodul es/ nod_aut hz_groupfil e. so
LoadModul e aut hz_host _nodul e nodul es/ nod_aut hz_host . so
LoadModul e aut hz_user _nodul e nodul es/ nod_aut hz_user. so

# -> Content Providers

LoadModul e cgi d_nodul e nodul es/ nod_cgi d. so
LoadModul e i ncl ude_nodul e nodul es/ nod_i ncl ude. so
#LoadModul e asi s_nodul e nodul es/ npd_asi s. so
#LoadModul e i magemap_nodul e nodul es/ nod_i magemap. so

# -> Content Modifiers

LoadModul e rewrite_nodul e nodul es/ nod_rewite. so
#LoadModul e defl ate_npdul e nbdul es/ nod_defl ate. so
#LoadModul e expires_nodul e nodul es/ nod_expires. so
#LoadModul e header s_nodul e npdul es/ nod_headers. so
LoadModul e mi me_nodul e nbdul es/ nod_ni me. so

#LoadModul e mi ne_magi c_nodul e nodul es/ nod_mi me_nagi c. so

# -> Proxy Modul es

#LoadModul e proxy_nodul e nodul es/ nod_pr oxy. so

#LoadModul e proxy_aj p_nodul e nodul es/ nod_pr oxy_aj p. so
#LoadModul e proxy_bal ancer _npdul e nodul es/ nod_pr oxy_bal ancer. so
#LoadModul e proxy_connect _nodul e nodul es/ mod_pr oxy_connect. so
#LoadModul e proxy_http_nodul e nodul es/ nod_proxy_http. so
#LoadModul e proxy_ftp_nodul e nmodul es/ nod_proxy_ftp. so

# -> Cachi ng Mbdul es

#LoadModul e cache_nodul e nodul es/ nod_cache. so
#LoadModul e fil e_cache_nodul e nodul es/ nod_fil e_cache. so
#LoadModul e di sk_cache_nodul e nodul es/ nod_di sk_cache. so
#LoadModul e mem cache_nodul e nmodul es/ nod_nmem cache. so

# -> M scel | aneous Mdul es

LoadModul e negoti ati on_nbdul e nodul es/ nod_negoti ati on. so
LoadModul e setenvi f _nodul e nodul es/ nod_set envi f. so
#LoadModul e env_nopdul e nodul es/ nod_env. so

#LoadModul e cern_met a_nodul e nodul es/ nod_cer n_net a. so
#LoadModul e i nfo_nodul e nodul es/ nod_i nfo. so
#LoadModul e st at us_nodul e nodul es/ nod_st at us. so
#LoadModul e i sapi _nodul e nodul es/ nod_i sapi . so
#LoadModul e spel i ng_nodul e nodul es/ nod_spel i ng. so
#LoadModul e uni que_i d_nodul e nmodul es/ nod_uni que_i d. so
#LoadModul e userdi r_nodul e nodul es/ nod_userdir. so
#LoadModul e usertrack_nodul e nmodul es/ nod_usertrack. so

# Base Configuration
LogLevel error

ErrorLog | ogs/error_Ilog
Ser ver Tokens Ful

Server Signature On
UseCanoni cal Nane O f

AccessFi | eNane . htaccess

TypesConfig conf/m ne.types

Def aul t Type text/plain

<I f Modul e nod_ni ne_nagi c. c>
M MEMagi cFi |l e conf/ nagic



</ I f Modul e>

<Directory />
Options Fol | owSynLi nks
Al'l owOverride None

</ Directory>

<Files ~ "™\ .ht">
O der al |l ow, deny
Deny from all

</ Fil es>

<I f Modul e nod_aut h_di gest. c>
Browser Mat ch " MSI E' Aut hDi gest Enabl eQueryStri ngHack=0n
</| f Modul e>

<| f Def i ne MANUAL>
Ali asMatch A/ manual (?:/(?:de|en|es|fr|jalko|ru))?(/.*)?$ "/srv/httpd/ manual $1"

<Directory "/srv/httpd/ manual ">
Options | ndexes
Al | owOverride None
O der al |l ow, deny
Allow fromall

<Files *.htm >
Set Handl er type-nmap
</Files>

Set Envl f Request _URI ~/nmanual / de/ prefer-I|anguage=de
Set Envlf Request_URI ~/nmanual / en/ prefer-|anguage=en
Set Envl f Request _URI ~/nmanual / es/ prefer-Ianguage=es
Set Envl f Request_URI ~/manual /fr/ prefer-|anguage=fr
Set Envlf Request _URI ~/manual /ja/ prefer-|anguage=ja
Set Envl f Request _URI ~/manual / ko/ prefer-Ianguage=ko
Set Envl f Request_URI "/ manual /ru/ prefer-1anguage=ru
Redi rect Mat ch 301 7~/ manual (?:/(de|en|es|fr|jalko|ru)){2,}(/.*)?$ /manual / $1$2
</Directory>
</|fDefine>

# Log Configuration
<| f Modul e nod_I og_config. c>
LogFormat "% % % % \"%\" %s YO \"9% Referer}i\" \"% User-agent}i\"" conbi ned
#Cust onLog | ogs/ access_| og conbi ned
<|fModule nod_rewite.c>
RewritelLoglLevel 0O
#RewriteLog logs/rewite_| og
</| f Modul e>
</| f Modul e>

# Content Provider Configuration
# PHP Configuration
LoadModul e php5_nodul e "nodul es/ | i bphp5. so”

# Perl Configuration
<| f Modul e mpm w nnt . c>
LoadFile "/perl/bin/perl58.dl1"
</| f Modul e>
LoadModul e perl| _nodul e nodul es/ mod_per| . so

<| f Modul e nmod_perl.c>
#perl startup nodul es

Per| Modul e ModPerl :: Util;
Per | Modul e Apache2: : Request Rec;
Per | Modul e Apache2:: Request| O
Per | Modul e Apache2: : Request Uti | ;
Per | Modul e Apache2: : Server Rec;
Per | Modul e Apache2:: ServerUtil;
Per | Modul e Apache2:: Connecti on;
Per | Modul e Apache2:: Log;



Per | Modul e Apache2: : Const : common;

Per | Modul e APR: : Const : cormon;

Per| Modul e APR: : Tabl e;

Per | Modul e Apache2: : conpat ;

#Per | Modul e CQ ;

Per | ResponseHandl er ModPer| :: Registry;
</ | f Modul e>

# nmod_security 2 Configuration
<| f Defi ne SECURI TY>
#Load nod_uni que_i d and nod_security 2
LoadModul e uni que_i d_nodul e nodul es/ nod_uni que_i d. so
LoadModul e security2_nodul e nodul es/ nod_security?2. so
<| f Modul e nod_security2.c>
#Enabl e nod_security
SecRul eEngi ne On
SecDef aul t Action | og, audi t1 og, deny, st atus: 403, phase: 2,t: | owercase, t:replaceNul | s, t: conpress\Witespace

#Log Configuration

SecAudi t Engi ne Rel evantOnly
SecAudi t LogType Seri al

SecAudi t Log | ogs/ nod_security2.1og

#CGeneral Settings

SecServer Signature "jHTTP Server/3.1"
#SecTmpDir /tenp

#SecUpl oadDi r /tenp/ upl oads

#SecUpl oadKeepFi | es Rel evant Only

#Rul es
SecRul e ARGS "c:/" t:nornmalisePathWn
SecRule ARGS "\.\./" t:normalisePat hWn
</ I f Modul e>
</|fDefine>

# Error Configuration
Alias /error "/srv/httpd/error"

<Directory "/srv/httpd/error">
Options MiltiViews -Indexes
Al l owOverride None
Order al |l ow, deny
Al low fromall
#<I f Modul e nod_php5. c>

# AddType application/ x-httpd-php .php
# AddType application/x-httpd-php .phtni
# AddType application/ x-httpd-php-source . phps

#</ | f Modul e>
</Directory>

#Error Docunment 400 /error/?code=400
#Error Document 401 /error/?code=401
#Error Document 403 /error/?code=403
#Error Document 404 /error/?code=404
#Err or Document 500 /error/?code=500
#Error Document 502 /error/?code=502
#Err or Document 503 /error/?code=503
#Error Docunment 504 /error/?code=504

# Deflate Configuration
# nod_headers is al so needed, also see log configurationg in httpd. conf
LoadModul e defl at e_nbdul e nodul es/ nod_defl at e. so
<I f Modul e nod_defl ate. c>
#Def | at eConpr essi onLevel 9
<Location />
AddQut put Fi | t er ByType DEFLATE text/htm text/plain text/css text/xmn
<I f Modul e nod_headers. c>
Header append Vary User- Agent
</| f Modul e>
</ Locati on>
Browser Mat ch ~Mozill a/4 gzi p-only-text/htm



Browser Mat ch ~“Mbzilla/4\.0[678] no-gzip
Browser Mat ch \ bMSI E ! no-gzi p ! gzi p-only-text/htni
Browser Mat ch "MSI E" Aut hDi gest Enabl eQueryStri ngHack=0n
</ | f Modul e>

# Direcotory Index Configuration
Di rectoryl ndex index.php index.htm index.htnl.var index.htmindex.cgi index.shtmindex.shtm

Alias /icons/ "/srv/httpd/icons/"

<Directory "/srv/httpd/icons">
Options I ndexes MiltiViews
Al'l owOverride None
Order all ow, deny
Al'l ow from al

</Directory>

I ndexOpt i ons Fancyl ndexi ng VersionSort Fol dersFirst XHTM.
Addl conByEncodi ng (CMP, /i cons/ conpressed. gi f) x-conpress x-gzip

Addl conByType (TXT,/icons/text.gif) text/*

Addl conByType (I M5 /icons/inmage2.gif) inage/*
Addl conByType (SND, /i cons/sound2.gif) audio/*
Addl conByType (VID,/icons/novie.gif) video/*

Addl con /icons/dir.gif index.htmindex.htm index.php
Addl con /icons/binary.gif .bin .exe

Addl con /icons/binhex.gif .hgx

Addl con /icons/tar.gif .tar

Addl con /icons/world2.gif .wl .wl.gz .virmd .vrm.iv
Addl con /icons/conmpressed.gif .Z .z .tgz .9z .zip .rar
Addl con /icons/a.gif .ps .ai .eps

Addl con /icons/layout.gif .htm .shtml .htm.pdf

Addl con /icons/text.gif .txt

Addl con /icons/c.gif .c

Addl con /icons/p.gif .pl .py

Addl con /icons/f.gif .for

Addl con /icons/dvi.gif .dv

Addl con /icons/uuencoded. gi f .uu

Addl con /icons/script.gif .conf .sh .shar .csh .ksh .tcl
Addl con /icons/tex.gif .tex

Addl con /icons/bonb.gif core

Addl con /i cons/ back. gi f

Addl con /icons/hand. right.gif READVE
Addl con /icons/folder.gif ~"D RECTORY "
Addl con /i cons/bl ank. gi f ~~BLANKI CON\”

Def aul t1con /icons/unknown. gi f

ReadnmeNane footer. htni
Header Nane header. ht ni

I ndex| gnore . ??* *~ *# HEADER* README* RCS CVS *,v *,t
Def aul t Language en

AddLanguage ca .ca
AddLanguage cs .cz .cs
AddLanguage da .dk
AddLanguage de .de
AddLanguage el .e
AddLanguage en .en
AddLanguage eo .eo
AddLanguage es .es
AddLanguage et .et
AddLanguage fr .fr
AddLanguage he . he
AddLanguage hr . hr
AddLanguage it .it



AddLanguage ja .ja
AddLanguage ko . ko
AddLanguage Itz .1tz
AddLanguage nl .nl
AddLanguage nn .nn
AddLanguage no .no
AddLanguage pl . po
AddLanguage pt . pt
AddLanguage pt-BR . pt-br
AddLanguage ru .ru
AddLanguage sv .sv
AddLanguage zh-CN . zh-cn
AddLanguage zh-TW. zh-tw

LanguagePriority en ca cs da de el eo es et fr he hr it ja ko Itz nl nn no pl pt pt-BRru sv zh-CN zh-TW
For ceLanguagePriority Prefer Fall back
AddDef aul t Char set of f

AddChar set | SO 8859-1
AddChar set | SO 8859-2
AddChar set | SO 8859-3
AddChar set | SO 8859-4
AddChar set | SO 8859-5 s08859-5 .latin5 .cyr .iso-ru
AddChar set | SO 8859- 6 s08859-6 .latin6 .arb

i s08859-1 .latinl
i
i
i
i
L

AddCharset 1SO-8859-7 .is08859-7 .latin7 .grk
i
i
i
i
i

s08859-2 .latin2 .cen
s08859-3 .latin3
s08859-4 .latin4

AddChar set | SO 8859-8 s08859-8 .latin8 . heb
AddCharset |1 SO-8859-9 .is08859-9 .latin9 .trk
AddChar set | SO 2022-JP .is02022-jp .jis
AddChar set | SO 2022- KR .is02022-kr .kis
AddChar set | SO 2022-CN .is02022-cn .cis

AddChar set Bi g5 . Bi g5 . bi g5
AddChar set W NDOWG- 1251 . cp-1251 . Wi n-1251
AddChar set CP866 . cp866

AddChar set KO 8-r . koi 8-r .koi8-ru
AddChar set KO 8-ru . koi 8-uk .ua

AddChar set | SO 10646- UCS-2 . ucs2
AddChar set | SO 10646- UCS-4 . ucs4

AddChar set UTF-8 .utf8
AddChar set GB2312 .gbh2312 .gb
AddCharset utf-7 Lutf7
AddCharset utf-8 .utf8
AddChar set bi g5 .big5 .b5
AddChar set EUC- TW .euc-tw
AddChar set EUC-JP .euc-jp
AddChar set EUC- KR . euc-kr

AddCharset shift_jis .Sjis

AddType application/x-conpress .Z
AddType application/x-gzip .gz .tgz

AddHandl er type-map var

Browser Mat ch "Mozil | a/ 2" nokeepal i ve

Browser Mat ch "MSIE 4\.0b2;" nokeepal i ve downgrade-1.0 force-response-1.0
Browser Mat ch "Real Pl ayer 4\.0" force-response-1.0

Browser Mat ch "Java/ 1\. 0" force-response-1.0

Browser Mat ch "JDK/ 1\. 0" force-response-1.0

Browser Match "M crosoft Data Access |nternet Publishing Provider" redirect-carefully
Browser Mat ch "~WebDrive" redirect-carefully

Browser Mat ch ""WebDAVFS/ 1. [012]" redirect-careful ly

Browser Mat ch "“~gnone-vfs" redirect-carefully

# Host Configuration
I ncl ude conf/ hosts. conf
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