AuthFWErrorHandling

Authentication Framework Error Handling

The authentication framework allows an authentication resource to be defined in a manner similar to:

<aut enti cati on- manager >
<handl er s>

<!-- Now follows the handlers configuration -->
<handl er nane="portal handl er">
<l-- The login resource -->

<redirect-to uri="cocoon:/sunspotdenoportal "/>
<aut hentication uri="cocoon:raw /sunrise-authuser"/>
</ handl er >
</ handl er s>
</ autenti cati on- nanager >

When the authentication uri references a cocoon pipeline normally one would expect that the normal cocoon error handling using <map:handle-errors>
could be used. However, this is not the case. Cocoon will ignore the <map:handle-errors> in the pipeline and handle the error internally. Instead, to be able
to determine what the error was in the login page the generator, or other pipeline component, must catch the error and return a document in the format:

<aut henti cati on>
<dat a>any dat a</ dat a>
<aut henti cati on>

For example, if a FailedLoginException is caught then the generated document might be

<aut henti cati on>
<dat a>
<t ype>Fai | edLogi n</type>
</ dat a>
</ aut henti cati on>

The data portion of this document is then saved in the temporary context and may then be accessed in the sitemap using the session context input module
like:

<map: transform src="1 ogi n. xsl ">
<map: paramet er nane="fail ure-type" val ue="{session-context:tenporary/datal/type}"/>
</ map: t r ansf or m»

Note that this is NOT accessed in the same fashion as the success document where the authentication node is preserved.


http://cocoon.apache.org/2.1/developing/webapps/authentication.html
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