Replacing default Realm in Geronimo

<3:‘ OpeniD % Administering Security Using SPNEGO in Geronimo E{}

This article is about how to replace default .properties realm ger oni no- adm n with SQL or LDAP realms.

By default, Geronimo is using a .properties file realm for authentication named ger oni np- admi n, which is used by JMX server, Administration Console,
Online-deploy and MEJB applications. However, you may not want to use it for production use. Alternatively, you can use database(SQL) or LDAP realms
in a production environment. To demonstrate how to replace the default realm, we will use 2 samples as followed:

® With a database(SQL) realm
® With a LDAP realm

With a database(SQL) realm

In this example, we will use an embedded Derby database as the security provider.

1. Create a database named Secur i t yDat abase using DB manager on the administration console;
2. Create two tables User s and Gr oups to store user credential and group information;

create tabl e users(usernane varchar(15), password varchar (15));
create table groups(usernane varchar(15), groupnanme varchar (15));
insert into users values('userone','pl');

insert into users values('usertwo','p2');

insert into users values('userthree','p3');

insert into groups val ues('userone',"adnin');
insert i

insert i

into groups val ues('usertwo','adnin');
into groups val ues('userthree','user');

3. Create an Derby XA database pool named Secur i t yDat abasePool using Database Pools on the console;
4. Stop the server and update module or g. apache. ger oni no. f ranewor k/ server-securi ty-confi g/ 2. 2- SNAPSHOT/ car in the <Ger oni
nmo_Home>/ var/ confi g/ confi g. xn file to enable the SQL realm.
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<nmodul e nanme="or g. apache. geroni no. f ramewor k/ server - security-config/ 2. 2- SNAPSHOT/ car " >
<gbean name="org. apache. geroni no. f ramewor k/ server - security-confi g/ 2. 2- SNAPSHOT/ car ?
Ser vi ceMbdul e=or g. apache. ger oni no. f r amewor k/ server - security-confi g/ 2. 2- SNAPSHOT/ car , j 2eeType=Logi nMdul e,
nanme=security-real i gbeanl nf o="org. apache. geroni no. security.jaas. Logi nMbdul eGBean" >
<attribute name="1ogi nMbdul eCl ass" >or g. apache. geroni np. security. real m provi ders.
SQLLogi nModul e</ attri but e>
<attribute name="options">dat aSour ceName=Securi t yDat abasePool
dat abasesour ceAppl i cati on=nul |
groupSel ect =sel ect usernane, groupnane from groups where username=?
user Sel ect =sel ect usernanme, password from users where usernanme=7?<
/attribute>
<attribute name="I ogi nDonmai nNane" >ger oni no- adm n</ attri but e>
</ gbean>
<gbean name="ger oni np- admi n">
<r ef erence name="Logi nMbdul eConfi gurati on">
<pattern>
<nane>r eal m | ogi n- use</ name>
</ pattern>
</reference>
</ gbean>
<gbean nane="org. apache. geroni no. f ramewor k/ server - security-confi g/ 2. 2- SNAPSHOT/ car ?
Ser vi ceMbdul e=or g. apache. ger oni no. f ramewor k/ server - securi ty-confi g/ 2. 2- SNAPSHOT/ car ,
j 2eeType=Logi nMbdul eUse, nane=r eal m | ogi n-use" gbeanl nf 0o="o0r g. apache. geroni no. security.jaas.
JaasLogi nMbdul eUse" >
<attribute name="control Fl ag">REQUI RED</ attri but e>
<r ef erence name="Logi nModul e" >
<pattern>
<nane>security-real nx/ name>
</ pattern>
</reference>
</ gbean>
</ modul e>

Where
® geronimo_admin is the same realm name as the original one. You might use another name instead, by doing so, you have to replace the
security realm name in all other applications that were using the same security constraint as console.
5. Then,restart the server and try to login with user name userone and password pl. You will see the newly created SQL realm working.

With a LDAP realm

To replace the default .properties file realm using a LDAP realm, the configuration is nearly identical to the sample above. The only difference is to use or g
. apache. geroni no. security.real mproviders. LDAPLogoi nMbdul e as Logi nMbdul eCl ass. Here is the code snippet you can use in conf i g.
xm



<nmodul e nanme="or g. apache. ger oni no. f ramewor k/ server - security-config/ 2. 2- SNAPSHOT/ car " >
<gbean nane="org. apache. geroni no. f ramewor k/ server - security-confi g/ 2. 2- SNAPSHOT/ car ?Ser vi ceMbdul e=or g.
apache. ger oni no. f ranewor k/ server-securi ty-confi g/ 2. 2- SNAPSHOT/ car, j 2eeType=Logi nMbdul e, name=security-real ni
gbeanl nf 0="or g. apache. ger oni npo. security.jaas. Logi nMdul eGBean" >
<attribute name="I| ogi nMbdul eCl ass" >or g. apache. ger oni no. security.real m provi ders. LDAPLogi nMbdul e<
/attribute>
<attribute name="options">rol eSear chMat chi ng=uni queMenber ={ 0}
user Sear chMat chi ng=ui d={ 0}
user Base=ou=user s, ou=syst em
connect i onUser nane=ui d=admi n, ou=syst em
rol eNane=cn
user Sear chSubt ree=true
aut henti cati on=si npl e
initial ContextFactory=com sun.jndi.|dap.LdapCt xFactory
r ol eBase=ou=gr oups, ou=syst em
connect i onPasswor d=secr et
connecti onURL=Il dap://9.186. 10. 16: 10389
rol eSear chSubt ree=true</attri bute>
<attribute name="1|ogi nDomai nNane" >ger oni no- adm n</attri bute>
</ gbean>
<gbean name="ger oni no- adm n">
<r ef erence name="Logi nMbdul eConfi gurati on">
<pattern>
<nane>r eal m | ogi n- use</ name>
</ pattern>
</reference>
</ gbean>
<gbean name="org. apache. geroni no. f ramewor k/ server - security-confi g/ 2. 2- SNAPSHOT/ car ?Ser vi ceMbdul e=or g.
apache. ger oni no. f ramewor k/ server - securi ty-confi g/ 2. 2- SNAPSHOT/ car, j 2eeType=Logi nMbdul eUse, nane=r eal m | ogi n- use"
gbeanl nf o="or g. apache. geroni np. security.jaas. JaasLogi nMdul eUse" >
<attribute name="control Fl ag">REQUI RED</ attri but e>
<r ef erence name="Logi nModul e" >
<pattern>
<nane>security-real nx/ name>
</ pattern>
</reference>
</ gbean>
</ modul e>
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