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The following is the text of USAGE, based off of revision 264692.

Please feel free to edit it as much as you like to make it more useful. Periodically the version in Subversion will be updated to incorporate some of the
changes.

To see the latest version in Subversion, click here

Feel free to write comments about your changes in the Comments section (at the bottom).

I mportant Note For Users Upgrading From Earlier Versions

SpamAssassin no | onger includes code to handle local nmil delivery, as it
was not reliable enough, conpared to procmail. So now, if you relied on
spamassassin to wite the mail into your nail folder, you'll have to
change your setup to use procmail as detail ed bel ow

If you used spamassassin to filter your mail and then sonething el se wote
it into a folder for you, then you should be fine.

Steps to take for every installation:

- Install Mail::SpamAssassin on your mail server, per the I NSTALL
docunent .

- Test it:

spamassassin -t < sanpl e-nonspam txt > nonspam out
spamassassin -t < sanpl e-spamtxt > spam out

Verify (using a text viewer, ie. "less" or "notepad") that nonspam out
has not been tagged as spam and that spamout has. The files should
contain the full text and headers of the nessages, the "spam out"
nessage should contain the header "X-Spam Flag: YES' and be annot at ed
with a report from SpamAssassin, and there should be no errors when you
run the commands.

Even though sanpl e-nonspamtxt is not spam nonspam out will
contain a SpamAssassin report anyway. This is a side-effect of
the "-t" (test) switch. However, there should be less than 5

poi nts accunul ated; when the "-t" switch is not in use, the report
text would not be added. For nore verbose (debugging) output, add
the "-D' switch.

If the commands do not work, DO NOT PROCEED TO THE NEXT STEP, as you
will lose nail!

If you use KMuil:
- http://kmail.kde.org/tools.htnl nentions:

The filter setup is the work of five mnutes (if that!) if you have a
wor ki ng spanassassin set up.

The filter in question is "<any header><mat ches regexp> .
The action is "<pipe through> spamassassi n"

Then, in the advanced options, uncheck the "If this filter matches,
stop processing here" box. If you keep this filter at the top, it wll
anal yze any incomng mail, decide whether it's spamor not, and flag
it accordingly.


https://svn.apache.org/viewcvs.cgi/\*checkout\*/spamassassin/trunk/USAGE

[ Then add] a second filter behind it, which searches for the added
spam flags and diverts theminto a specific spamfolder. [...]

In the Kmail nmenu, click on "Message, Create filter" to create a new filter, or "Settings, Configure
filter..." to edit an existing filter.

By creating sub-folders of the Inbox, then creating filters, it is possible to have incomng mail first routed
t hrough SpamAssassin, then sorted by Knmail into incomng fol ders.

Exanpl e: create folders for famly, friends, business associates, and spam Using nessages al ready received, go
to Messages, Create filter..., then select an option for filtering: Filter on subject, filter on from filter
on to. That will bring up a dialog screen in which you may fine-tune the filter.

If you want to change the behaviour of an existing filter, click on "Settings, Configure filter", then
highlight the filter to edit.

If you use procmail, or haven't decided on any of the above exanpl es:
- Make a backup of your .procnmilrc (if you already have one).
cp ~/.procmailrc ~/.procmailrc. bak

- add the line fromprocmailrc.exanple to ~/.procnmailrc, at the top of
the file before any existing recipes.

That' Il process all mail through SA, and refile spam nessages to
a folder called "caughtspam' in your home directory.

- Send yourself a nmil message, and ensure it gets to you. |If it does
not, copy your old backed-up .procmailrc file back into place and ask
your sysadmin for help! Here's comands to do that:

cp ~/.procmailrc.bak ~/.procnailrc
echo "Help!" | mail root

If you want to use SpamAssassin site-w de:

- take a look at the notes on the Wki website, currently at
<http://wiki.apache. org/ spamassassi n/ Usi ngSiteWde>. You will probably
want to use 'spand’ (see bel ow).

- *PLEASE* let your users know you've installed it, and howto turn it
of f! This is our #1 tech support query, and the users are usually
pretty frustrated once it reaches that stage.

- *PLEASE* consider setting it up as "off by default" for npbst accounts,
and let users opt-in to using it. Quite a few folks prefer not to
have their mail filtered, presunably because they don't use their
ermai | address publically and do not get nuch spam

- Note that procnmil users adding spant to /etc/procmailrc should
add the line ' DROPPRI VS=yes' at the top of the file.

The Auto-Witelist

The auto-whitelist is enabled using the 'use_auto_whitelist' option.
(See http://w ki.apache. org/ spanassassi n/ AutoWitelist for details on
how it works, if you're curious.)

Q her Installation Notes

- Hashcash is a useful system it requires that senders exercise a
CPU-i ntensive task before they can send mail to you, so we give that
sonme bonus points. However, it requires that you list what addresses



you expect to receive nail for, by adding 'hashcash_accept' lines to
your ~/.spanmassassin/user_prefs or /etc/ mail/spanassassin/local.cf
files. See the Mil::SpamAssassi n:: Pl ugin:: Hashcash manual page for
details on how to specify these.

SpamAssassin now uses a tenporary file in /tnp (or $TMPDIR, if that's
set in the environnent) for Pyzor and DCC checks. Make sure that this
directory is either (a) not witable by other users, or (b) not shared
over NFS, for security.

You can create your own systemw de rules files in
/etc/mail/spamassassin; their filenames should end in ".cf". Miltiple
files will be read, and SpamAssassin will not overwite these files
when installing a new version.

You should not nodify the files in /usr/share/spamassassin; these
will be overwitten when you upgrade. Any changes you nmake in
files in the /etc/ mail/spamassassin directory, however, wll
override these files.

Rul es can be turned off by setting their scores to 0 in a
configuration or user-preference file.

Speakers of Chinese, Japanese, Korean or Arabic may find it useful to
turn off the rules listed at the end of the "user_prefs.tenpl ate"
file; we've found out that these rules are still triggering on

non- spam CIK mai | s.

If you have an unusual network configuration, you should probably
set 'trusted_networks'. This allows SpamAssassin to determ ne where
your internal network ends and the internet begins, and all ows DNS
checks to be nore accurate. |If your mail host is NATed, you wll

al nost certainly need to set 'trusted_networks' to get correct
results.

A very handy new feature is SPF support, which allows you to check
that the nessage sender is pernmitted by their donain to send fromthe
| P address used. This has the potential to greatly cut down on nmail
forgery. (see http://spf.pobox.com for nore details.) However,
sendnail will not expose the MAIL FROM sender address by default. So
if you're using sendnuil, please add this to /etc/sendmail.cf

H?l ?X- Envel ope- From $f

MDaenon users should add this line to their "local.cf" file:
report _safe_copy_headers X-MDRcpt-To X- MDRenotel P X- MDaenon- Del i ver-To

O herwi se, MDaenobn's internal delivery will fail when SpamAssassin
rewites a nessage as spam

The distribution includes 'spand', a daenoni zed version of
SpamAssassin which runs persistently. Using its counterpart,
‘spant', a lightweight client witten in C, an MIA can process

| arge volunes of mail through SpamAssassin without having to
fork/exec a perl interpreter for each nessage. Take a | ook in the
'spand’ and 'spant' directories for nore details.

spant can now be built as a shared library for use with mlters or
to link into other existing prograns; sinply run "neke |ibspant.so"
to build this.



- If you get spammed, it is helpful to everyone else if you re-run
spanmassassin with the "-r" option to report the nessage in question as
"verified spamf. This will add it to Vipul's Razor, DCC and Pyzor,
assumi ng you've set these up appropriately.

spamassassin -r < spam nessage

If you use nutt as your nmil reader, this macro will bind the X key to
report a spam nessage.

macro index X "| spamassassin -r"
This is, of course, optional -- but you'll get lots of good-netizen
karma. ;)
- Quite often, if you've been on the internet for a while, you'll have

accumul ated a few old enmmil accounts that nowadays get nothing but
spam You can set these up as spamtraps using SpamAssassin; see the
"' SPAM TRAPPI NG ' section of the spamassassin nanual page for details.

If you don't want to go to the bother of setting up a system yourself
to do this, take a look here [1] for a sinple forwarding-based
alternative.

[1]: http://wiKki.apache. org/ spamassassi n/ Spamlrappi ng

- Scores and other user preferences can now be | oaded from and Bayes
and auto-whitelist data can be stored in, an SQ. database; see the
'sql' subdirectory for nore details.

If you are setting up a large 'spand' systemw de installation, with
Bayes and/or auto-whitelists, we strongly recommend using SQ as
storage. It has proven nore reliable than the default DB_File storage
backend at several |arge sites.

- If you are running SpamAssassin under a disk quota, or are setting up
‘spand’ with users with disk quotas, be warned that the DB File
dat abase nodul e used by SpamAssassin for Bayes and AW storage seens
to be unreliable in the face of quotas (bug 3796). In this situation,
we reconmend using SQL storage for those databases, instead of DB File.

- Lots nore ways to integrate SpamAssassin can be read at
http://w ki . SpamAssassi n. or g/

(end of USAGE)

Il vimtw=74:

Comments

Please enter comments here. You can type @"SIG@ to insert your signature. — DuncanFindlay <<DateTime(2005-08-22T02:42:217)>>


https://cwiki.apache.org/confluence/display/SPAMASSASSIN/DuncanFindlay
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