FromNotReplyTo
The FromNotReplyTo Plugin

Checks if 'From:" is equal to 'Reply-To:' and set point if this is not the case.

Code

local.cf

| oadpl ugi n FronmNot Repl yTo pl ugi ns/ Fr omNot Repl yTo. pm
header FROM NOT_REPLYTO eval : check_for_fromnot _reply_to()
score FROM NOT_REPLYTO 2.0

descri be FROM NOT_REPLYTO From does not match Reply-To:

FromNotReplyTo.pm

package FronNot Repl yTo;
1;

use strict;
use Mail:: SpamAssassin;

use Mail:: SpamAssassi n:: Pl ugin;
our @SA = gw Mai | :: SpamAssassin: : Pl ugin);

sub new {
ny ($class, $mailsa) = @;
$class = ref($class) || $class;

ny $self = $cl ass->SUPER : new( $mailsa );
bl ess ($sel f, $class);
$sel f->register_eval _rule ( 'check_for_fromnot_reply_to' );

return $self;

# Often spamuses different From and Reply- To:
# while nost legitimte e-nails does not.
sub check_for_fromnot_reply_to {

ny ($self, $msg) = @;

ny $from = $nmsg->get( 'Fromaddr' );
ny $replyTo = $nsg->get ( ' Reply-To:addr' );

#Mai | : : SpamAssassi n: : Pl ugi n: : dbg( "FronNot Repl yTo: Conparing '$from /' $replyTo" );
if ( $fromne '' && $replyTo ne '' && $fromne $replyTo ) {

return 1;

}

return O;

How To Use It

Simply drop FromNotReplyTo.pm into /etc/spamassasin/plugin/ (or whereever your configuration is put).

Caveats

Itis a very simple plugin, so it should be used with care.
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