ReplaceTags
The ReplaceTags Plugin

This SpamAssassin plugin module allows you to create various character-classes and use them in your rules. The basic advantage is that you don't have
to write huge rules, which are harder to debug, but can use more readable shortcuts. Another one is that it gets pretty easy to extend rules by only
modifying the class. It is also pretty customizeable for individual start/end tags and which tests are parsed.

NOTE: this plugin is included with SpamAssassin 3.1.0 by default.

Code

Add the following to your local.cf file:

| oadpl ugi n
repl ace_rul es

Repl aceTags /path/to/ plugin/ Repl aceTags. pm
VI AGRA_OBFU CIALIS OBFU # ... and so on

repl ace_start <

repl ace_end >

# Exanpl e cl asses

repl ace_cl ass A [\ @ xcO\ xc1\ xc2\ xc3\ xc4\ xc5\ xc6\ xed\ xe3\ xe2\ xe0\ xel\ xe2\ xe3\ xe4\ xe5\ xe6]
repl ace_cl ass G [ gk]

repl ace_cl ass | [iT\V]\I1y\ 2\ xcc\ xcd\ xce\l xcf \ xec\ xed\ xee\ xef ]

repl ace_cl ass R [r3]

repl ace_cl ass \% (?:[vu] [\\\/)

repl ace_cl ass SP VSVl V-V A VSN0 (V) VNV Vo G V2V NIV VTV PV VA AV A~ xal\ Lt 4]
# Smal | functional exanple

body VI AGRA_OBFU [ (?!vi agr a) <V>+<SP>* <| >+<SP>* <A>+<SP>* <G>+<SP>* <R>+<SP>* <A>+/ |
descri be VI AGRA_OBFU obfuscated match "viagra"

score VI AGRA_OBFU 3

body VI AGRA /vi agrali

descri be VI AGRA match plain "viagra"

score VI AGRA 1.5

ReplaceTags.pm

=headl NAME

Repl aceTags - Create character-cl asses for SpamAssassin-rul es

A character-class may contain of any character which is valid in a regular expression.
The grouped characters are easy to maintain and the rules are nore readabl e.

=headl SYNOPSI S

| oadpl ugi n Repl aceTags /path/to/ plugin/ Repl aceTags. pm

repl ace_rul es VI AGRA_OBFU CI ALI S_OBFU

repl ace_start <

repl ace_end >

repl ace_cl ass A [\ @ xcO\ xc1\ xc2\ xc3\ xc4\ xc5\ xc6\ xe4\ xe3\ xe2\ xe0\ xel\ xe2\ xe3\ xe4\ xe5\ xe6]
repl ace_cl ass G [ gk]

repl ace_cl ass | [i V] \VI2y\ 2\ xcel xed\ xce\ xcf \ xec\ xed\ xee\ xef ]

repl ace_cl ass R [r3]

repl ace_cl ass \% [viV\/ wu]

repl ace_cl ass SP [ASVAV _V-VSASV A (V) V, Vo s V2V VIV VATV VN2 ~\ xall <B4>\ "\ '\ 4]
body VI AGRA_OBFU [ (?'vi agr a) <V>+<SP>* <| >+<SP>* <A>+<SP>* <G>+<SP>* <R>+<SP>* <A>+/ |
descri be VI AGRA_OBFU obfuscated match "viagra"

score VI AGRA_OBFU 3

body VI AGRA /viagrali

descri be VI AGRA match plain "viagra"

score VI AGRA 1.5


https://cwiki.apache.org/confluence/display/SPAMASSASSIN/SpamAssassin
https://cwiki.apache.org/confluence/display/SPAMASSASSIN/SpamAssassin

Thi s exanpl e displays how this plugin can be used to match obfuscated and "nornal " phrases, which nmakes it
easi er

to increase the scores for rules matching only obfuscated patterns on a real world exanple.

=headl CONFI GURATI ON

=over 4

=itemreplace_rules list_of _tests

Specify a list of synbolic test names (seperated with whitespaces) of tests which should be parsed. The test
will only be parsed if it is a body, heade

r, uri, full or raw test.

=itemreplace_start sign

=i temrepl ace_end sign

Character(s) which indicate the start and end of a class inside a rule. If the class is not enclosed by this
signs it won't be found nor replaced. If you encounter problens run spamassassin fromthe conmandline with
the -D flag and check the output. The default values are < (for replace_start_sign) and > (for

repl ace_end_si gn).

=itemrepl ace_cl ass cl assnane expression

Define a character class or a valid regular expression. Valid characters are the same as in any usual regular
expression. It is not a good idea to put

quantifiers inside the character class, better use theminside your rule is shown above in the exanple.

=cut

package Repl aceTags;

use strict;

use Mail:: SpamAssassin;

use Mail :: SpamAssassi n:: Pl ugin;

use Switch;

our @SA = gW Mail :: SpamAssassi n: : Pl ugin|;

sub new {
ny ($class, $nailsa) = @;
$class = ref($class) || $class;

ny $self = $cl ass->SUPER: : new $nai | sa) ;
bl ess ($sel f, $class);

return $sel f;

}

sub check_start {
# This is the point where the rulesets get replaced with our stuff
ny ($self,$pns) = @;

ny $start_tag = $sel f->{replace_start};
ny $end_t ag = $sel f->{repl ace_end};

# Put the nanes of the rules, which get replaced in a hash, for easier usage
my %ul es;

for ny $rule_name (@$sel f->{rules_to_replace}}) {
$Rul es{$rul e_nanme} = 1;
}

for nmy $rule_set (gw body_tests rawbody_tests head_tests full_tests uri_tests|) {

# TODO check what that 0 is for (I guess O are the GLOBAL tests and user-tests wll
# have a nunber (uid?)...guess is wong :( )



while (ny ($rule_name, $rule_content) = each % $pns->{pernsgstatus}->{conf}->{$rule_set}->{0}}) {

# |f rul enane doesn't natch, skip

next unless $Rul es{$rul e_nane};

dbg( " Repl aceTags: parse rule $rul e_nane");
nmy %8ki ppedTags; # Check-Contai ner to prevent endless |oops

#I1f atag isn't found for max 4 tinmes the while-1oops stops

# this seens to be a _really_ bad idea... This can al so occur

# if somebody has content inside his classes which contains the

# start- and end-tag unquoted, but without a valid tag-name. In that
# case this loop, would run for a while...

whil e ($pns->{pernsgstatus}->{conf}->{$rule_set}->{0}->{$rule_nane} =~ /$start_tag(.+?)$end_tag/) {
ny $tag_name = $1;

dbg(" Repl aceTags: Pl ease quote your start and end-signs in rule $rule_name") and last if $SkippedTags
{$tag_nanme} > 5;

dbg(" Repl aceTags: TagName = $tag_nane");

# If the tag exists, replace it with the correspondi ng phrase
if ($tag_name) {
dbg("Davor => $pns->{pernmsgstatus}->{conf}->{$rul e_set}->{0}->{$rul e_nane}");
$pns- >{ per nsgst at us}->{conf}->{$rul e_set}->{0}->{$rul e_nane} = replace_rule
($sel f, $tag_nane, $rul e_cont ent, $rul e_nane);
dbg(" Danach => $pns->{pernsgst atus}->{conf}->{$rul e_set}->{0}->{$rul e_name}");

}

el se {
dbg(" Repl aceTags: unknown tag encountered ($start_tag$tag_name$end_tag) in rule $rule_name");
$Ski ppedTags{ $t ag_nane} ++;

}

} # while ($pns->{pernmsgstatus}->{conf}->{$rule_set}->{0}->{$rul e_nane} =~ /$start_tag(.+?)$end_tag/)
} while (ny ($rule_nane, $rule_content) = each % $pns- >{ pernsgstatus}->{conf}->{$rul e_set}->{0}})
} # for ny $test (gw body_tests rawbody_tests head_tests full_tests uri_tests|)
} # sub check_start
sub replace_rule {
ny ($sel f, $tag_nane, $rul e_content, $rule_nane) = @;
ny $start_tag = $sel f->{replace_start};
ny $end_t ag = $sel f->{repl ace_end};
nmy $replacement = $sel f->{repl ace_cl asses}->{$tag_nane};
if ($replacement) {
# Do the nodifications to the rule and return it
dbg(" Repl aceTags: nodifying rule $rul e_name, replacing $start_tag$tag_nane$end_tag with $replacenent”);

$rul e_content =~ s/$start_tag$tag_nane$end_t ag/ $repl acenent/ g;

return $rul e_content;

}

el se {
dbg( " Repl aceTags: No replacenent found for rule $rul e_name, ($start_tag$tag_name$end_tag)");

}

# 1t should never ever get here
#dbg(" Repl aceTags: Pl ease report this to sonebody including the full debug-1o0g.");

}

sub parse_config {
# Used configuration pragmas are
# repl ace_cl ass



# replace_rules

# replace_start_sign
# repl ace_end_si gn

ny ($self, $opts) = @;
switch ($opts->{key}) {

case 'replace_cl ass’

{
if ($opts->{value} =~ /"(\S+)\s+(.*?)\s*$/) {
ny $tag_nane = $1;
ny $tag_repl acenent = $2;
dbg(" Repl aceTags: parse_config got $tag_nane -> $tag_repl acenment");
$sel f->{repl ace_cl asses}->{$tag_nane} = $tag_repl acenment;
}
}
case 'replace_rules’
{
# The replace_rul es configuration-pragna contains a conma separ at ed
# list of all rules, which should get parsed by this nodul e
@ $sel f->{rules_to_replace}} = split(' ', $opts->{'value'});
}

case 'replace_start’

{

# The replace_start_sign indicates the start of a replacenent-tag. If this

# setting is omtted a < is used as default.
if ($opts->{value}) {
dbg(" Repl aceTags: setting start sign to '$opts->{value}'");

$sel f->{replace_start} = $opts->{val ue};
}
el se {
dbg(" Repl aceTags: no start sign specified. Fall back to default '<'");

$sel f->{replace_start} = '<';
}
}
case 'replace_end'
{
# The replace_end_sign indicates the end of a replacenent-tag. If this
# setting is omtted a > is used as default.
if ($opts->{value}) {
dbg(" Repl aceTags: setting end sign to '$opts->{value}'");
$sel f->{repl ace_end} = $opts->{val ue};
}
el se {
dbg(" Repl aceTags: no end sign specified. Fall back to default '>'");
$sel f->{repl ace_end} = "'>";
}
}

}
}

sub dbg { Mail::SpamAssassin::dbg (@); }
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How To Use It



See the pod or the example above.

Example Classes

repl ace_cl ass [gra\ @ xcO0\ xc1\ xc2\ xc3\ xc4\ xc5\ xc6\ xed\ xe3\ xe2\ xe0\ xel\ xe2\ xe3\ xe4\ xe5\ xe600]

repl ace_cl ass [ b8]
repl ace_cl ass [ kel xc7\ xe7@
repl ace_cl ass [ d\ xdO]

repl ace_cl ass
repl ace_cl ass
repl ace_cl ass
repl ace_cl ass
repl ace_cl ass
repl ace_cl ass
repl ace_cl ass
repl ace_cl ass
repl ace_cl ass
repl ace_cl ass
repl ace_cl ass
repl ace_cl ass
repl ace_cl ass
repl ace_cl ass
repl ace_cl ass
repl ace_cl ass
repl ace_cl ass
repl ace_cl ass
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[ 3\ xc8\ xc9\ xca\ xcb\ xe8\ xe9\ xea\ xeb\ xa4]

[f]

[gk]

[h]

[ilTV]\VI1y\ 2\ xcel xcd\ xcel xcf \ xec\ xed\ xee\ xef ]
[il

[K]

[il\]\!I1\xa3]

[n

[ n\ xd1\ xf 1]

[ go0\ xd2\ xd3\ xd4\ xd5\ xd6\ xd8\ xf O\ xf 2\ xf 3\ xf 4\ xf 5\ xf 6\ xf 8]
[ p\ xf ek]

[d]

[r]

[ s\ xa6\ xa7]

[t]

[ uv\ xb5\ xd9\ xda\ xdb\ xdc\ xf c\ xf b\ xf a\ xf 9\ xf d]
[v\\\/]

repl ace_cl ass [w]

repl ace_cl ass [ x\ xd7]

repl ace_cl ass [ y\ xf f\ xf d\ xa5j ]
repl ace_cl ass [zs]

repl ace_cl ass PIC (j pe*g| gi f| png)
replace_class SP [VSVAV V-VFVSV A (V) VN sV VA NIV VATV VN 2A A~ xad\ <B4>\ T\ 4]
repl ace_cl ass CUR [\ $\ xa5\ xa3\ xa4\ xa2]
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