URICountryPlugin
URICountry Plugin

This SpamAssassin plugin module provides meta data for scoring URIs based on the country in which they are hosted. This enables rules to be created
and scored individually for any valid country code. The module relies on IP::Country::Fast which has the advantage that it does not require any DNS
lookups. IP::Country::Fast can be obtained from CPAN.

Warning

This Plugin has been observed by several people to cause very slow message processing on some content, causing a 120s+ timeout.

Usage

Add the following to your local.cf file:

| oadpl ugi n Mai | :: SpamAssassi n: : Pl ugi n: : URI Country

uricountry URI COUNTRY_XX XX

header URI COUNTRY_XX  eval : check_uri country(' URI COUNTRY_XX' )
descri be URI COUNTRY_XX  Contains a URI hosted in XX

tflags URI COUNTRY_XX  net

score URI COUNTRY_XX 2.0

Where XX is replaced with the 2 character country code of your choice. (e.g. CN, KR, RO, RU, IN etc.)

The Code

=headl NAME
URI Country - add nmessage netadata indicating the country code of each rel ay
=headl SYNOPSI S
| oadpl ugi n Mai | : : SpamAssassi n: : Pl ugi n: : URI Count ry
=headl REQUI REMENT
This plugin requires the I P::Country:: Fast nodul e from CPAN.
=cut
package Mil :: SpamAssassi n:: Pl ugi n: : URl Country;
use Mail:: SpamAssassi n: : Pl ugi n;
use strict;

use bytes;

use vars gwm @ SA) ;
@SA = qw( Mai | : : SpamAssassi n:: Pl ugin);

# constructor: register the eval rule
sub new {

ny $class = shift;

ny $mail saobj ect = shift;

# some boilerplate. ..

$class = ref($class) || $class;

ny $self = $cl ass->SUPER: : new( $nai | saobj ect) ;
bl ess ($sel f, $class);

$sel f->register_eval _rule ("check_uricountry");

return $sel f;


https://cwiki.apache.org/confluence/display/SPAMASSASSIN/SpamAssassin

# this is just a placeholder; in fact the results are dealt with later
sub check_uricountry {

ny ($self, $pernmsgstatus, $rulename) = @;

return O;

}

# and the eval rule itself
sub parsed_netadata {
ny ($self, $opts) = @;
ny $scanner = $opts->{pernsgstatus};

ny $reg;

eval {
require I P::Country:: Fast;
$reg = | P:: Country:: Fast->new();

b
if (3@ {
dbg ("failed to load 'IP::Country::Fast', skipping");
return 1;
}
my %domist = ();
foreach ny $uri ($scanner->get_uri _list()) {
ny $dom = ny_uri _to_domai n($uri);
if ($dom {

dbg("debug: URI Country $uri in $doni');
$dom i st {$don} = 1,
}
}

# Build a list of the countries for URIs in the nessage.
ny Y%ountries = ();
foreach ny $dom (keys(%donlist)) {
ny $cc = $reg->inet _atocc($don) || "XX';
dbg("debug: URI Country $domin $cc");
$countries{lc($cc)} = 1;

}

# Now check if any match any defined rules.
foreach ny $rule (keys(% $scanner->{conf}->{uricountry}})) {
ny $country = | c($scanner->{conf}->{uricountry}->{$rule});
i f($countries{$country}) {
dbg ("debug: URI Country hit rule: $country");
$scanner->got _hit($rule, "");
}
}

return 1;

}

sub parse_config {
ny ($self, $opts) = @;

ny $key = $opts->{key};

if ($key eq "uricountry') {
if ($opts->{value} =~ /" (\S+)\s+(\S+H)\s*$/) {
ny $rul enane = $1;
ny $country = $2;

dbg("debug: URI Country: registering $rul enane");
$opt s->{conf}->{uricountry}->{$rul enane} = $country;
$sel f->inhibit_further_call backs(); return 1;
}
}

return O;

}

# Taken fromthe one in Uil.pmbut we don't want to drop the hostnanme doing so



# often |l eaves us with no A record.
sub ny_uri_to_donain {

ny ($uri) = @;

# Javascript is not going to help us, so return.

return if ($uri =~ /"javascript:/i);

$uri =~ s, #. *$,,gs; # drop fragnent
$uri =~ s#[a-z] +:/{0, 2} ##gsi ; # drop the protocol
$uri =~ s, A""]1*\@, gs; # user name/ passwd
$uri =~ s, [/\N&.*$,,gs; # path/cgi parans
$uri =~ s,:\d+$,,gs; # port

return if $uri =~ /\%; # skip undecoded URIs.

# we'll see the decoded version as well

# keep I Ps intact

if (Suri !~ /A\d+H\ . \NdH L NdH N d+$ ) |

# ignore invalid domains

return unless (Mail::SpamAssassin::Util::RegistrarBoundaries::is_domin_valid($uri));
}

# $uri is now the domain only
return lc $uri;

}
sub dbg { Mail::SpamAssassin::dbg (@); }
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