Tapestry5AcegiNoAnnotations

Tapestry 5 and Acegi (Spring Security) can work together without a Tapestry-Acegi integration library.

® Acegi acts as a filter, like Tapestry.
® You Tapestry pages don't have to know very much about Acegi in order to use it

Here is a sample web.xml. Notice the ordering of the filters. Also note the two XML files | reference here. | chose to break up the main acegi document and
the acegi datasource into different files. An Acegi configuration can get messy quickly, especially for newcomers who don't know exactly what options they
need.

<?xm version="1.0" encodi ng="UTF- 8" ?>
<! DOCTYPE web-app PUBLIC "-//Sun M crosystens, Inc.//DTD Wb Application 2.3//EN'
"http://java. sun. coni dtd/ web-app_2_3. dtd">
<web- app>
<di spl ay- nanme>My/App</ di spl ay- nane>

<description>lnstallation Executive Information Systenx/description>

<cont ext - par an>
<!-- The only significant configuration for Tapestry 5, this informs Tapestry
of where to | ook for pages, conponents and mixins. -->
<par am nanme>t apest ry. app- package</ par am nanme>
<par am val ue>com nyconpany. nyapp. wii . t apest ry</ par am val ue>
<descri ption>
This is where to | ook for pages, conponents and m xins
</ descri ption>
</ cont ext - par an>

<l-- spring bean definition -->
<cont ext - par an>
<par am nanme>cont ext Confi gLocat i on</ par am nane>
<par am val ue>cl asspat h*: appl i cat i onCont ext - acegi security.xmnl, cl asspat h*: appl i cati onCont ext -
dat asour ce. xm </ par am val ue>

<descri ption>spring bean definition</description>
</ cont ext - par an>

<l-- filters stack -->

<l-- notice Acegi cones before Tapestry -->

<!__ *khkhkkkhkhkhkkhkhkhkkxkkkx Acegl Fllter ***********************__>
<filter>

<filter-name>Acegi Filter Chain Proxy</filter-nanme>
<filter-class>

org.acegi security.util.FilterToBeanProxy
</filter-class>
<init-parane

<par am name>t ar get Bean</ par am nane>

<par am val ue>fil t er Chai nProxy</ param val ue>
</init-paran>

</filter>
<l-- tapestry filter -->
<filter>

<filter-name>app</filter-name>
<filter-class>org. apache. tapestry. TapestryFilter</filter-class>
</filter>

<filter-mppi ng>
<filter-name>Acegi Filter Chain Proxy</filter-name>
<url-pattern>/*</url-pattern>

</filter-mappi ng>

<l-- Tapestry filter mapping -->
<filter-nmappi ng>
<filter-name>app</filter-nane>
<url-pattern>/*</url-pattern>
</filter-mappi ng>



<l-- Spring listener -->
<listener>
<listener-class>
org. acegi security. ui.session. HtpSessi onEvent Publ i sher
</listener-class>
</listener>
<listener>
<l i stener-cl ass>
org. spri ngframewor k. web. cont ext . Cont ext Loader Li st ener
</listener-class>
</listener>

<l-- Session Configuration -->
<l-- NOTE: nust cone before JNDI references -->
<sessi on-config>

<sessi on-ti neout >30</ sessi on-ti neout >
</ sessi on-confi g>

<error-page>
<error-code>403</error-code>
<| ocati on>/ AccessDeni ed</ | ocati on>
</ error-page>
<error-page>
<error-code>404</error-code>
<l ocation>/Start</Ilocation>
</ error-page>

<l-- JNDI References -->

<resource-ref>
<descri pti on>A dat asource such as a database. </ descri ption>
<res-ref-nanme>j dbc/ MyDat asour ce</r es-r ef - nane>
<res-type>j avax. sql . Dat aSour ce</res-type>
<r es- aut h>Cont ai ner </ res- aut h>

</resource-ref>

</ web- app>

Here is applicationContext-acegisecurity.xml (I chose this name, it can be whatever you load in web.xml)

<?xm version="1.0" encodi ng="UTF-8"?>

<beans xm ns="http://ww. springfranmework. org/ schema/ beans"

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"

xsi :schemaLocati on="http://ww. spri ngframework. or g/ schena/ beans http://ww. springfranmework. org/ schema
/ beans/ spri ng- beans- 2. 0. xsd"

def aul t - aut owi r e="no" >

<l-- FI LTER CHAI N -->

<l-- Note: | got rid of the 'renenberMe' and 'swi tchUser' filters you see in a |lot of exanples. They
wer e confusing the debuggi ng, and now that | understand what's going on, they'll be easy to add in later if |
need them -->

<l-- exceptionTransl ationFilter, after anonynous -->

<bean id="filter Chai nProxy"
cl ass="org. acegi security.util.FilterChainProxy">
<property name="filterlnvocationDefinitionSource">
<val ue>
CONVERT_URL_TO_LOWERCASE_BEFORE_COVPARI SON
PATTERN_TYPE_APACHE_ANT
/**=ht t pSessi onCont ext I ntegrationFilter,|ogoutFilter
SSCaut hent i cati onProcessi ngFi | t er, anonynousProcessi ngFi |l ter, excepti onTransl ati onFilter,
filterlnvocationlnterceptor
</ val ue>
</ property>
</ bean>



<l-- AUTHENTI CATI ON -->
<l-- AUTHENTI CATI ON Manager -->

<bean i d="aut henti cati onManager"
cl ass="org. acegi security. providers. Provi der Manager " >
<property name="providers">

<list>
<ref | ocal ="Siteni nderAut henti cati onProvider" />
<l-- <ref |ocal ="anonynousAut henti cati onProvider" />-->
</list>
</ property>
</ bean>
<l-- AUTHENTI CATI ON Provi ders -->

<bean i d="Sitemnm nder Aut henti cati onProvi der"
cl ass="org. acegi security. provi ders. siteni nder. Sitemn nder Aut henti cati onProvi der">
<property nanme="hi deUser Not FoundExcepti ons" val ue="fal se" />
<property name="user Detai | sServi ce">
<ref bean="userDetail sServi ceSSO" />
</ property>
<property name="user Cache">
<bean
cl ass="org. acegi security. providers. dao. cache. EhnCacheBasedUser Cache" >
<property name="cache">

<bean
cl ass="org. spri ngfranmewor k. cache. ehcache. EhCacheFact or yBean" >
<property name="cacheManager">
<bean
cl ass="org. spri ngf ramewor k. cache. ehcache.
EhCacheManager Fact or yBean" />
</ property>
<property name="cacheNanme" val ue="user Cache" />
</ bean>
</ property>
</ bean>
</ property>
</ bean>
<I-- Automatically receives Authenticati onEvent nessages -->

<bean i d="| oggerLi stener"
cl ass="org. acegi security. event. aut henti cati on. LoggerLi stener" />

<bean i d="basi cProcessingFilter"
cl ass="org. acegi security. ui.basi cauth. Basi cProcessi ngFilter">
<property name="aut henti cati onManager" >
<ref |ocal ="authenticati onManager" />
</ property>
<property name="aut henticati onEntryPoint">
<ref |ocal ="basi cProcessingFilterEntryPoint" />
</ property>
</ bean>

<!-- Essentially Unused unless you're using Basic Authentication, which we're not -->
<bean i d="basi cProcessi ngFil ter EntryPoi nt"
cl ass="org. acegi security. ui.basi cauth. Basi cProcessi ngFil terEntryPoint">
<property name="r eal mNane" >
<val ue>Servi ce Entry Real nx/val ue>
</ property>
</ bean>

<bean i d="anonynousAut henti cati onProvi der"
cl ass="org. acegi security. provi ders. anonynous. AnonynousAut hent i cati onProvi der">
<property nanme="key">
<val ue>f oobar </ val ue>
</ property>
</ bean>

<bean i d="httpSessionContextlntegrationFilter"



cl ass="org. acegi security.context.HtpSessi onContextlntegrationFilter">
</ bean>

<I-- HTTP REQUEST SECURI TY -->
<bean i d="anonynousProcessingFilter"
cl ass="org. acegi security. providers. anonynous. AnonynousProcessi ngFilter">
<property name="key">
<val ue>f oobar </ val ue>
</ property>
<property name="userAttribute">
<val ue>anonynousUser, ROLE_ANONYMOUS</ val ue>
</ property>

</ bean>

<bean i d="exceptionTransl ationFilter"
cl ass="org. acegi security.ui.ExceptionTransl ationFilter">
<property name="aut henti cati onEntryPoi nt">
<ref bean="formnmlogi nAut henti cati onEntryPoint" />
</ property>
<property name="accessDeni edHandl er" >
<bean
cl ass="org. acegi security. ui.AccessDeni edHandl er | npl ">
<property name="errorPage" val ue="/AccessDeni ed" />
</ bean>
</ property>
</ bean>

<bean i d="formLogi nAut henti cati onEntryPoint"
cl ass="org. acegi security. ui.webapp. Aut henti cati onProcessi ngFi | t er EntryPoi nt">
<property nanme="logi nFormJrl" val ue="/aut henticati on/Logi nPage" />
<property name="forceHtps" value="fal se" />

</ bean>

<l-- Not using Sitem nder -->

<bean i d="aut henticationProcessingFilter"
cl ass="org. acegi security. ui.webapp. Aut henti cati onProcessingFilter">
<property name="aut henti cati onManager"
ref ="aut henti cati onManager" />
<property name="aut henticationFailureUrl"
val ue="/aut henti cati on/ Logi nFai l ure" />
<property name="defaul t TargetUr|l" value="/Start" />
<property name="filterProcessesur|"
val ue="/j _acegi _security_check" />

</ bean>

<I-- <property nanme="for nlser nanmePar anet er Key" val ue="j _user nane" />
<property name="sitemn nder Passwor dHeader Key" val ue="SM USER"' />

-->

<l-- USI NG SI TEM NDER -->

<bean i d="SSCaut henti cati onProcessingFilter"
cl ass="org. acegi security. ui.webapp. Si t em nder Aut henti cati onProcessingFilter">
<l--
NOTE: | _think_ this is where you can intercept the filter, for stripping formvariables fromthe request
<bean i d="SSCOaut henti cati onProcessingFilter"
cl ass="com myconpany. nyapp. filter. M /AppSi t em nder Aut henti cati onProcessi ngFilter">-->
<property name="aut henti cati onManager"
ref ="aut henti cati onManager" />
<property name="aut henticationFailureUrl"
val ue="/aut henti cati on/ Logi nFai l ure" />
<property name="defaul t TargetUrl" value="/Start" />
<property name="filterProcessesUrl"
val ue="/j _acegi _security_check" />
<property name="siten nder User naneHeader Key" val ue="snuser" />
<property nanme="siten nder Passwor dHeader Key" val ue="snuser" />

</ bean>

<bean i d="httpRequest AccessDeci si onManager"



class="org. acegi security.vote. Affirmati veBased">

<property name="al | ow f Al | Abst ai nDeci si ons" >
<val ue>f al se</val ue>

</ property>

<property name="deci si onVoters">

<list>
<ref bean="rol eVoter" />
</list>
</ property>
</ bean>
<l-- An access decision voter that reads ROLE_* configuration settings -->

<bean id="rol eVoter" class="org.acegi security.vote. RoleVoter" />

<I-- Note the order that entries are placed agai nst the objectDefinitionSource is critical.
The FilterSecuritylnterceptor will work fromthe top of the list down to the FIRST pattern that
mat ches the request URL.
Accordingly, you should place MOST SPECIFIC (ie a/b/c/d.*) expressions first, with LEAST
SPECIFIC (ie al/.*) expressions last -->
<bean id="filterlnvocationlnterceptor”
class="org. acegi security.intercept.web. FilterSecuritylnterceptor">
<property nanme="aut henti cati onManager" >
<ref bean="aut henticati onManager" />
</ property>
<property name="accessDeci si onManager" >
<ref bean="httpRequest AccessDeci si onManager" />
</ property>
<property name="obj ect Defi nitionSource">
<val ue>
CONVERT_URL_TO_LOWERCASE_BEFORE_COVPARI SON
PATTERN_TYPE_APACHE_ANT
/**]*_j s=ROLE_ANONYMOUS, ROLE_ADM N, ROLE_STANDARD
/**[*.j pg=ROLE_ANONYMOUS, ROLE_ADM N, ROLE_STANDARD
/**]* gi f =ROLE_ANONYMOUS, ROLE_ADM N, ROLE_STANDARD
/**[*. png=ROLE_ANONYMOUS, ROLE_ADM N, ROLE_STANDARD
/**[*. ht c=ROLE_ANONYMOUS, ROLE_ADM N, ROLE_STANDARD
/**[*_ i co=ROLE_ANONYMOUS, ROLE_ADM N, ROLE_STANDARD
/**[*. css=ROLE_ANONYMOUS, ROLE_ADM N, ROLE_STANDARD
/ css/ ** | =ROLE_ANONYMOUS, ROLE_ADM N, ROLE_STANDARD
/i mages/ **=ROLE_ANONYMOUS, ROLE_ADM N, ROLE_STANDARD
/j s/ **/ =ROLE_ANONYMOUS, ROLE_ADM N, ROLE_STANDARD
/I ayout / **=ROLE_ANONYMOUS, ROLE_ADM N, ROLE_STANDARD
/aut henti cati on/ **=ROLE_ANONYMOUS, ROLE_ADM N, ROLE_STANDARD
[ **] *set uppage=ROLE_STANDARD, ROLE_ADM N
[ **[*report page=ROLE_STANDARD, ROLE_ADM N
/ set up/ **=ROLE_STANDARD, ROLE_ADM N
/reports/**=ROLE_STANDARD, ROLE_ADM N
/aut henti cation/| ogi nsuccess=ROLE_ADM N, ROLE_STANDARD
/**=ROLE_ADM N, ROLE_STANDARD
</ val ue>
</ property>
</ bean>

<l--
<bean i d="userDetail sServi ce" class="com nyconpany. nyapp.accounts. util.security.
Aut henti cationSSO npl " />
-->
<bean i d="user Det ai | sSer vi ceSSO'
cl ass="com myconpany. nyapp. accounts. util.security. Aut henti cati onJdbcDaoSSQO npl ">
<property name="dat aSour ce">
<ref bean="dat aSource" />
</ property>
<property name="user | nf oQbj ect Types" >
<list>
<val ue>Adm n</ val ue>
<val ue>St andar d</ val ue>
</list>
</ property>
</ bean>



<bean id="logoutFilter"
cl ass="org. acegi security.ui.logout.LogoutFilter">
<constructor-arg val ue="/aut henti cati on/ Logout Success" />

<l-- URL redirected to after |ogout -->
<constructor-arg>
<list>
<!--<ref bean="renenber MeServi ces"/>-->
<bean
cl ass="org. acegi security. ui.logout. SecurityContextLogout Handl er" />
</list>
</ constructor-arg>
</ bean>
</ beans>

Note in the above file that these values are unique to my application:

<property nanme="siten nder User naneHeader Key" val ue="snuser" />
<property name="sitem nder Passwor dHeader Key" val ue="snuser" />

What you are telling Acegi is the name of the field in the header. It might be just "username" and "password", or it could be something like "myorgid", etc. It
depends on what application is putting the credentials in the header. Note that both values for mine are smuser. I'm doing it this way because in my
application, | never see the user's password if the user is coming in through a SSO session, | only get the user id. This is probably not a good idea for a
final release.

Here is applicationContext-acegidatasource.xml

<?xm version="1.0" encodi ng="UTF-8"?>

<! DOCTYPE beans PUBLIC
"-//SPRI NG / DTD BEAN / EN'
"http://ww. springframework. org/dtd/spring-beans. dtd">

<beans>
<bean i d="dat aSource" cl ass="org. springfranework.jndi.Jndi ObjectFactoryBean">
<property nanme="resour ceRef">
<val ue>true</ val ue>
</ property>
<property name="j ndi Nane" >
<val ue>j ava: conp/ env/ j dbc/ | El SMet a</ val ue>
</ property>
</ bean>
</ beans>

Here | just reference the JNDI name that is defined in your web.xml and context.xml. If you are just getting started, replace this with "in memory dao" given
in the Acegi framework samples.

Here is LoginComponent.java. The interesting stuff is in getLink().

package com nyconpany. nyapp. wi . t apestry. conponents. aut henti cati on;

i mport com nyconpany. nyapp. accounts. util.security. Custonlser;
i mport com nyconpany. nyapp. nodel . Const ant s;

i mport org.apache. tapestry. Li nk;

i mport org.apache. tapestry. MarkupWi ter;

i nport org.apache. tapestry. annotations. ApplicationState;

i mport org.apache. tapestry. annot ati ons. Conponent ;

i nport org.apache. tapestry. annot ati ons. PageAtt ached,

i mport org.apache. tapestry. annotations. Ret ai n;

i mport org.apache. tapestry. corelib. conponents. Form

i nport org.apache. tapestry. corelib.conponents. Passwor dFi el d;
i mport org.apache. tapestry.corelib.conmponents. TextFi el d;

i mport org.apache. tapestry.internal.services.Linklnpl;


#

i nport org.apache. tapestry.ioc. Messages;

import org.apache.tapestry.ioc.annotations.|nject;
i nport org.apache. tapestry. servi ces. Request ;

i mport org.apache. tapestry. services. Request d obal s;
i mport org.apache. tapestry. servi ces. Response;
import org.slf4j.Logger;

public class Logi nConmponent {

@ nj ect

private Logger | ogger;

@ nj ect

private Requestd obals _requestd obal s;

@onponent (id = "Login")
private Formform

@ nj ect
private Messages nessages;

/1 Normally not retained, just want to prove that the output value is always
/1 the blank string.

@Rret ai n

private String password;

@uppr essWar ni ngs("unused")
@onponent (id = "password")
private PasswordFi el d passwor dFi el d;

@ nj ect
private Request request;

@ nj ect
private Response response;

@\pplicationState
private CustomJser user;

private bool ean userExi sts;
private String usernane;

@uppr essVar ni ngs( " unused")
@onponent (id = "usernane")
private TextFi el d usernaneFi el d;

private void Discardd dSession() {
if (userExists) {
user = null;
}
}

private Link getLink() {
| ogger. i nfo("request. get Cont ext Pat h() + request. get Context Path());
Link link = new Li nkl npl (response, request.getContextPath(), Constants.J_ACEG _SECURI TY_CHECK);
I'i nk. addPar anet er (Const ant s. J_USERNAVE, user nane) ;
i nk. addPar anet er (Const ants. J_PASSWORD, password);
return link;

}

publ i c Messages get Messages() {
return this. messages;

}

/**

* @eturn the password

*/

public String getPassword() {
return password;

}



/**

* @eturn the user

*/

public Custonlser getUser() {
return user;

}

/**

* @eturn the usernanme

*/

public String getUsernane() {
return usernane;

/**

* @eturn the userExists

*/

public bool ean isUserExists() {
return userExists;

}

public Link onSuccessFroniogin() {
Di scardd dSessi on();
return getLink();

}

@rageAt t ached
voi d pageAttached(MarkupWiter witer) {
String errorParamAsString = _request d obal s. get Request (). get Paraneter("error");
bool ean error = Bool ean. par seBool ean(errorParamAsString);
if (error) {
formrecordError(messages. format ("l ogi n-error-nessage", new Object[] {}));
}
}

/*-k

* @ar am password

* the password to set

*/

public void setPassword(String password) {
this. password = password,;

}

/*-k

* (@ar am user nane

* the username to set

*/

public void setUsernane(String usernanme) {
t hi s. usernane = usernane;

}

Notes about this example:

My application has Single Sign On (SSO) handled by another web server, using SiteMinder. By the time users get to my application in production, a user
has already logged in. This puts a username value into the request header, and my application sniffs for that on the login page (not the login component)

If the login page sees the username in the header, and the user exists in the datasource, the user gets redirected to the start page.
If the login page does not see the username field in the header, or the username in the header is not in the datasource, the Login Page renders the Login
Component (the component has the form on it, and requests an Acegi link when you click the login button)

So the form authentication is a back up in case SSO has failed or is disabled (such as on a development machine). In production you would normally
disable the form authentication (unless you need a backdoor) and rely solely on the SSO to provide the username.
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