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Motivation

OpenlD is a service providing single-sign-on features. At our institute we are operating an OpenlD provider that delegates authentication to our ActiveDirect
ory where all our students are registered. For a course planning system | was assessing Tapestrys integration possibilities with this OpenlID provider and
found out, that the tapestry-spring-security project already has much of the stuff needed for integration with our provider on board. This is a description of
what you have to do in order to have OpenlD authentication in your Tapestry apps.

Background

Spring Security already comes with everything needed for authenticating users against an OpenlID provider (although this is somewhat incomplete
regarding additional attributes that can be provided by the OpenlID provider). But the tapestry-spring-security lacks the configuration needed to use this out
of the box. In particular it lacks the filter configuration for the OpenIDAuthenticationProcessingFilter that processes incoming OpenID authentications. In a
"normal" setup this is just another Filter that you configure in your web.xml. In a Tapestry setup though, Tapestry receives all incoming requests and
processes them in the HttpServietRequestHandler pipeline. Fortunately this pipeline can be extended by contributing HttpServietRequestFilters. So all we
need to do is wrap the OpenIDAuthenticationProcessingFilter and contribute it to the HttpServletRequestHandler pipeline. Such a wrapper is provided by
the tapestry-spring-security project. With that in place we can process incoming OpenlID authentication requests. Next, we have to look up the
authenticated user in our local database where we store the roles assigned to a user. For this we have to implement a UserDetailsService which retrieves
a user and his roles from some data store. The user object that is returned has to implement the UserDetails interface and the roles he holds have to
implement the GrantedAuthority interface. If you don't want to grant access to some OpenlD authenticated user, you have to do that in the UserDetailsServi
ce. The implementation | will show you grants accesss to EVERY OpenlID authenticated user so don't use this in a "real" environment.

Requirements

tapestry-hibernate and tapestry-spring-security have to be in your pom.xml (or their jars and all of their dependencies have to be in your classpath).
Configuring tapestry-hibernate is outside the scope of this article, please consult it's own documentation.

Implementation

Let's begin with the User and Role objects that implement the UserDetails and GrantedAuthority interfaces, respectively. These are used to store users
and their roles in a local database using Hibernate. The User is a minimalistic implementation that only stores an id and a username.

package org. nygroup. nyapp.entities;

inport java.util.HashSet;
import java.util. Set;

i nport javax. persistence. Entity;

i mport javax. persi stence. Gener at edVal ue;
i nport javax. persistence. GenerationType,;
i mport javax. persistence. |d;

i mport j avax. persi st ence. ManyToMany;

i nport javax. persistence. Transi ent;

i mport org.springfranmework. security. G antedAuthority;
i nport org.springframework. security. Grant edAut horityl npl;
import org.springfranework. security.userdetails. UserDetails;

| **

* Amnimlistic UserDetails inplenmentation providing a usernane only. Storing

* a password is not necessary since the OpenlD provider will do the authentication.
*

* @uthor Urich St&auni;rk

*/

@ntity

public class User inplenents UserDetails

{


#
#
#
#
#
#
#
#
#
#
#
#

private static final |ong serial VersionU D = 4068206679084877888L;
private int id,

private String usernane;

private Set<Rol e> roles;

@d

@zener at edVal ue(strategy = GenerationType. AUTO
public int getld()

{
return id;
}
public void setld(int id)
{
this.id = id;
}
@mnyToMany
public Set <Rol e> get Rol es()
{
return roles;
}
public void setRol es(Set <Rol e> rol es)
{
this.roles = roles;
}
@r ansi ent
public GrantedAuthority[] getAuthorities()
{
Set <G ant edAut hority> authorities = new HashSet <G ant edAut hority>();
for (Role role : getRoles())
{
aut horities.add(new Grant edAut horitylnpl (rol e.getAuthority()));
}
return authorities.toArray(new G antedAuthority[authorities.size()]);
}
@r ansi ent
public String getPassword()
{
return "notused";
}
public String getUsernane()
{
return usernane;
}
public void setUsernane(String usernane)
{
t hi s. usernane = usernane;
}
@r ansi ent
publ i c bool ean i sAccount NonExpi red()
{
return true;
}
@r ansi ent
publ i c bool ean i sAccount NonLocked()
{

return true,

}



@r ansi ent
public bool ean isCredenti al sNonExpired()

{ return true;
}
@r ansi ent
publ i c bool ean i sEnabl ed()
{
return true;
}

package org. nygroup. myapp.entities;

i mport javax. persistence. Entity;

i mport j avax. persi st ence. Gener at edVal ue;
i mport javax. persi stence. GenerationType;
i nport javax. persistence.|d,

i mport org.springfranmework. security. G antedAuthority;

/**
* A GrantedAuthority (aka Role) inplenentation. hashCode, equals and conpareTo are
* a bit nmessy (auto-generated), you m ght want to change this.

*

* @uthor Urich St&umn ;rk

*/

@ntity

public class Role inplenents G antedAuthority
{

private static final long serial VersionU D = -117212611936641518L;
@d

@ener at edVal ue(strategy = CGenerationType. AUTO

private int id;

private String authority;

public int getld()

{
return id;
}
public void setld(int id)
{
this.id =id;
}
public String getAuthority()
{
return authority;
}
public void setAuthority(String authority)
{
this.authority = authority;
}
@verride
public int hashCode()
{
return authority. hashCode();
}
@verride

public bool ean equal s(Obj ect obj)



if (this == obj) return true;
if (obj == null) return fal se;
if (obj instanceof String) return obj.equal s(authority);
if (getCdass() !'= obj.getCass()) return false;
final Role other = (Role) obj;
if (authority == null)
{
if (other.authority !'= null) return false;
}
else if (lauthority.equal s(other.authority)) return fal se;
return true;

}
public int conpareTo(Object o)
{
if (this == 0) return 0;
if (o ==null) return -1;
if (o.getdass() == String.class) return authority.conpareTo((String) 0);
if (getdass() != o.getClass()) return -1;
final Role other = (Role) o;
if (authority == null)
{
if (other.authority != null) return 1;
}
el se
return authority. conpareTo(other.authority);
return -1;
}

Next, we need a UserDetailsService implementation, that finds users and their roles in our local database:

package org. nygroup. myapp. services.inpl;
import java.util.HashSet;

i mport org.apache. tapestry5. hi bernat e. H ber nat eSessi onManager ;

i nport org. hi bernate. Sessi on;

import org.hibernate.criterion.Restrictions;

inport org.slf4j.Logger;

i nport org.springframework. dao. Dat aAccessExcepti on;

import org.springfranework. security.userdetails. UserDetails;

inport org.springframework. security. userdetails. UserDetail sService;

import org.springfranework. security. userdetails. UsernameNot FoundExcepti on;

inport de.spielviel.miladnin.entities.Role;
import de.spielviel.nailadnmn.entities. User;

/*-k

* @uthor Urich St&aunl;rk

*/

public class UserDetail sServicelnpl inplements UserDetailsService
{

private HibernateSessi onManager sessi onManager;
private Logger | ogger;

public UserDetail sServicel npl (H bernat eSessi onManager sessi onManager, Logger | ogger)

{
t hi s. sessi onManager = sessi onManager ;
this.logger = |ogger;

}

/**

* Try to find the given user in the |ocal database. Since we are using OpenlD that user
* mght not exist in our database yet. If it doesn't, create a new user and store it.

*

* WARNI NG This inplenentation will permt EVERY QOpenl D authenticated user to log in. In


#

* a real environment you want to restrict this to trusted Openl D providers or you have

* to restrict those users to non-sensible information (by nmeans of roles).

*/

public UserDetails |oadUserByUsernane(String usernane) throws UsernaneNot FoundExcepti on,
Dat aAccessExcepti on

{
| ogger . debug("trying to find user " + usernane);
Sessi on sessi on = sessi onManager . get Session();
User u = (User) session.createCriteria(User.class).add(
Restrictions. eq("usernane”, usernane)).uni queResult();
if (u==null)
{
| ogger . debug("user not found, creating");
Role r = (Role) session.createCriteria(Role.class).add(
Restrictions.eq("authority", "ROLE_USER')).uniqueResult();
if (r == null)
{
| ogger . debug("rol e not found, creating");
r = new Rol e();
r.setAuthority("ROLE_USER'");
sessi on. saveO Update(r);
}
u = new User();
u. set User nane( user nane) ;
u. set Rol es(new HashSet <Rol e>());
u. get Rol es().add(r);
sessi on. saveOr Updat e(u) ;
}
| ogger . debug("returning user " + u.getUsernane());
sessi onManager.comit();
return u;
}

That's it. The rest is setting this all up in your AppModule.

Tying it together

Setting up the OpenlID authentication is done in two steps. First we need to add an AuthenticationProvider that provides OpenlD authentication and
contribute this to the ProviderManager service which is defined by the tapestry-spring-security module. The OpenIDAuthenticationProvider comes directly
from Spring security and just has to be set up correctly. Basically it is some kind of wrapper around the UserDetailsService. The following code builds the U
serDetailsService and the OpenIDAuthenticationProvider and contributes it to the ProviderManager service:


#
#
#
#
#
#
#

public static UserDetail sService buil dUserDet ai | sServi ce(Logger | ogger,
@ nj ect Servi ce("Hi bernat eSessi onManager ")
Hi ber nat eSessi onManager session)
{
return new User Det ai | sServi cel npl (session, |ogger);

}

public static Openl DAut henticationProvider buil dOpenl DAut henti cati onProvi der (
@ nj ect Servi ce("UserDetail sService")
User Det ai | sServi ce userDetail sService) throws Exception

{ Openl DAut henti cati onProvi der provi der = new Openl DAut henti cati onProvi der();
provi der. set User Det ai | sServi ce(userDet ai | sService);
provider. afterPropertiesSet();
return provider;

}

public static void contributeProvi der Manager (
O der edConfi gurati on<Aut henti cati onProvi der> confi gurati on,

@ nj ect Servi ce(" Openl DAut henti cati onProvi der")
Aut henti cati onProvi der openl dAut henti cati onProvi der)

configuration. add("openl DAut henti cati onProvi der", openldAuthenticationProvider);

Next we have to define ourselves a URL to which incoming OpenlID authentication requests will be send and which the filter intercepts. Background: Every
filter is intercepting requests for it's specific URL. If we just used the URL of an existing filter, our OpenlD filter would intercept requests for this filter, thus
making authentication fail.

public static void contributeApplicationDefaults(
MappedConfi gurati on<String, String> configuration)
{

/* here goes your own configuration... */

configuration.add("spring-security.openidcheck.url", "/j_spring_openid_security_check");

The second part is to configure the filter that intercepts incoming OpenlID authentication requests and delegates those to the respective services:



public static Openl DAut henti cati onProcessi ngFilter buil dReal Openl DAut henti cati onProcessingFilter(
@pringSecurityServices final AuthenticationManager nanager,

@BpringSecurityServices final Renenber MeServices renenber MeServi ces,
@nject @alue("${spring-security.openidcheck.url}") final String authUrl,
@nject @alue("${spring-security.target.url}") final String targetUrl,

@nject @alue("${spring-security.failure.url}") final String failureUl) throws Exception

{ Openl DAut henti cati onProcessingFilter filter = new Openl DAut henti cati onProcessingFilter();
filter.setAuthenticati onManager (manager);
filter.setAuthenticationFailureUrl (failureUrl);
filter.setDefaultTargetUrl (targetUrl);
filter.setFilterProcessesUrl (authUrl);
filter.set Remenber MeSer vi ces(renmenber MeServi ces);
filter.afterPropertiesSet();
return filter;
}

public static HtpServl et RequestFilter buil dOpenl DAut henti cati onProcessingFilter(
final Openl DAuthenticationProcessingFilter filter)

{
return new HttpServl et Request Fil ter Wapper(filter);

}

This filter then has to be contributed to the HttpServletRequestHandler pipeline. The order (before: and after < is very important (don't get this wrong or
nothing will work):

public static void contributeHttpServl et Request Handl er (
O deredConfi guration<Htt pServl et Request Filter> configuration,

@ nj ect Servi ce(" Openl DAut hent i cati onProcessingFilter")
Ht t pSer vl et Request Fi | t er openl DAut henti cati onProcessi ngFilter)

{ configuration. add(
"openl DAut henti cati onProcessi ngFilter",
openl DAut henti cati onProcessi ngFilter,
"before: springSecurityAuthenticationProcessingFilter",
"after:springSecurityHttpSessionContextlntegrationFilter");
}

And that's it. If you now secure your pages/methods with the @Secured annotation and provide a login page, you should be able to login with your
OpenlD. For the sake of completeness, here is the Login page and it's template:


#

package org.yourgroup. your app. pages;

i nport org.apache. tapestry5.ioc. annotations. | nject;
i mport org.apache. tapestry5.ioc. annotati ons. Val ue;
i nport org.apache. tapestry5. servi ces. Request ;

/**
* The login page (adapted fromthe tapestry-spring-security project).
*
* @uthor Urich St&auni;rk
*/
public class Logi nPage

{
@ nj ect
@/al ue( " ${spring-security.openidcheck.url}")
private String checkUrl;

@ nj ect
private Request request;

private boolean failed = fal se;

public bool ean isFail ed()

{

return failed;

}

public String getLogi nCheckUrl ()

{
return request.get ContextPath() + checkUrl;

}

voi d onActivate(String extra)

{

if (extra.equals("failed"))

{
}

failed = true;

LoginPage.tml:

<htm t:type="layout" xmns:t="http://tapestry.apache. org/schema/tapestry_5_0_0.xsd">

<formxm ns:t="http://tapestry. apache. org/ schenma/tapestry_5_0_0.xsd" action="${I ogi nCheckUrl}" nethod="POST">
<t:if test="fail ed">Username and/or password was w ong!<br /></t:if>
<l abel class="usernane" for="j _usernanme">User nane: </ | abel >

<i nput class="usernane" nanme="j _usernanme" type="text" size="30"/>
<input id="subnmit" class="submt" type="subnmit" value="log in"/>
</fornp
</htm >

An example of how a login page for both form-based and OpenlID based login could look like:

LoginPage.java:


#
#

package org.yourgroup. your app. pages;

i nport org.apache. tapestry5.ioc. annotations. | nject;
i mport org.apache. tapestry5.ioc. annotati ons. Val ue;
i nport org.apache. tapestry5. servi ces. Request ;

| **

* The login page (adapted fromthe tapestry-spring-security project).

*

* @uthor Urich St&un ;rk

*/
public class Logi nPage
{
@ nj ect
@/al ue(" ${spring-security.check.url}")
private String checkUrl;
@ nj ect
@/al ue( " ${spring-security.openidcheck.url}")
private String openi dCheckUrl;
@ nj ect
private Request request;
private bool ean failed = fal se;
publ i c bool ean i sFail ed()
{
return failed;
}
public String getLogi nCheckUrl ()
{
return request. get Context Path() + checkUrl;
}
public String get Openl dCheckUrl ()
{
return request. get Cont ext Path() + openi dCheckUrl ;
}
voi d onActivate(String extra)
{
if (extra.equals("failed"))
{
failed = true;
}
}
}

LoginPage.tml:


#

<htm t:type="layout" xmins:t="http://tapestry.apache. org/schena/tapestry_5_0_0.xsd">

Qpenl D <br />

<formxm ns:t="http://tapestry. apache. org/ schenma/tapestry_5_0_0.xsd" acti on="${openl dCheckUrl}" nethod="POST">
<t:if test="failed">Usernanme and/or password was wong!<br /></t:if>
<l abel class="usernane" for="j _usernanme">User nane: </ | abel >

<i nput class="usernanme" name="j _usernanme" type="text" size="30"/>
<i nput id="submit" class="submt" type="submit" value="log in"/>
</fornp

Form based: <br />
<formxm ns:t="http://tapestry. apache. org/ schema/tapestry_5_0_0.xsd" acti on="${l ogi nCheckUrl}" nethod="PCST">
<t:if test="fail ed">Username and/or password was w ong!<br /></t:if>
<l abel class="usernane" for="j_usernanme">Usernane: </| abel >
<i nput class="usernane" nanme="j _usernanme" type="text" size="30"/>
<| abel class="password" for="j_password">Password</| abel >
<i nput cl ass="password" name="j _password" type="password" size="10" naxl ength="30"/>
<i nput id="submit" class="submt" type="subnit" value="log in"/>
</form
</htm >
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