ModifyingContentWithHandlersAndMetadataFilters

Modifying Content with the AutoDetectParserConfig, Handlers, Metadata
Filters and Metadata WriteFilters

There are several ways to modify, limit or process content during or after the parse. In the following, we describe the four main categories.

1. ContentHandlers

These are applied during the parse by classes that implement or g. xnl . saxCont ent Handl er . A small handful may cache contents in memory. One
small risk for these is that there's no guarantee that parsers will pass in meaningful amounts of text in the call to char act er s() ; theoretically, a parser
could write one character at a time, which would render a regex matching handler useless.

Programmatically, users have control to use any of the Cont ent Handl er s inti ka- cor e or they can write their own Cont ent Handl er s. If doing this,
make sure to consider the Cont ent Handl er Decor at or which allows overriding only the methods you need; also consider using the TeeCont ent Handl
er, which allows multiple handlers to be run during the parse.

An example of using the TeeCont ent Handl er to add a language detection handler to the regular ToXM_Cont ent Handl er :

TeeContentHandler

Cont ent Handl er xm Handl er = new ToXM.Cont ent Handl er () ;

LanguageHandl er | angHandl er = new LanguageHandl er ();

Cont ent Handl er tee = new TeeCont ent Handl er (xml Handl er, | angHandl er);
parser. parse(stream tee, nmetadata, context);

LanguageResult result = | angHandl er. get Language();

net adat a. set ( Ti kaCor eProperti es. LANGUAGE, result.getlLanguage());

Some common content handlers are specified for tika-server's/ ti ka j son out put and the / r net a endpoint by appending "/xml", "/text", “/html", "
/body" or "fignore" to the endpoint.

To set custom Cont ent Handl er Decorat ors viati ka-confi g. xnl, set the Cont ent Handl er Decor at or Fact ory in the <aut oDet ect Par ser Co
nfi g/ >elementintika-config.xm .

In this example, we're calling a test class that simply upcases all characters in the content handler.


https://github.com/apache/tika/blob/main/tika-parsers/tika-parsers-standard/tika-parsers-standard-package/src/test/java/org/apache/tika/sax/UpcasingContentHandlerDecoratorFactory.java

ContentHandlerDecoratorFactory

<?xm version="1.0" encodi ng="UTF-8"?>
<properties>

<I-- we're including the <parsers/> elenment to show that it is a separate element fromthe
autoDetect ParserConfig element. If it is not included, the standard default parser will
be used -->

<par ser s>

<parser class="org.apache.tika.parser.DefaultParser">
<par ser-excl ude cl ass="org. apache. ti ka. parser.m crosoft. O ficeParser"/>

</ par ser>
<parser class="org.apache.tika.parser.mcrosoft. OficeParser">
<par ans>
<par am nanme="byt eArrayMaxOverri de" type="int">700000000</ par an>
</ par ans>
</ par ser>
</ par sers>
<l-- note that the autoDetectParserConfig elenent is separate fromthe <parsers/> el enent.
The conposite parser built in the <parsers/> elenment is used as the base parser
for the AutoDetectParser. -->
<aut oDet ect Par ser Confi g>
<I-- note that this is a test class only available in tika-core's test-jar as an exanple.

Specify your own custom factory here -->
<cont ent Handl er Decor at or Fact ory cl ass="org. apache. ti ka. sax. Upcasi ngCont ent Handl er Decor at or Fact ory"/ >
</ aut oDet ect Par ser Conf i g>
</ properties>

2. Metadata Filters

These are applied at the end of the parse. These are intended to modify the contents of a metadata object for different purposes:

1. Enrich the data (similar to a ContentHandler) -- these metadata filters might run language detection on the cached contents at the end of the
parse.

2. Modify the metadata contents — one might want to run a regex over a specific field and extract only the information matching a regex, for example.

3. Modify the metadata keys — If you need to rename metadata keys before emitting the object to, say, OpenSearch, you can use the FieldNameMap
pingFilter

4. Limit the metadata fields -- let's say you only wantdc: titl e and t ext, you can use these: ExcludeFieldMetadataFilter or IncludeFieldMetadataF
ilter NOTE: these were created before we had MetadataWriteFilters; those are probably a better option for this behavior.

Metadata filters are specified in the <net adat aFi | t er s/ > elementinti ka- confi g. xm . They are run in order, and order matters.

See TikaServerEndpointsCompared for which endpoints apply metadataFilters in tika-server. Metadata filters are applied in tika-pipes and tika-app when
using the -J option. MetadataFilters are not applied when Tika streams output.

FieldNameMappingFilter

This is used to select fields to include and to rename fields from the Tika names to preferred names. This was initially designed for modifying field names
before emitting document to OpenSearch or Solr.


https://github.com/apache/tika/blob/main/tika-core/src/main/java/org/apache/tika/metadata/filter/FieldNameMappingFilter.java
https://github.com/apache/tika/blob/main/tika-core/src/main/java/org/apache/tika/metadata/filter/FieldNameMappingFilter.java
https://github.com/apache/tika/blob/main/tika-core/src/main/java/org/apache/tika/metadata/filter/ExcludeFieldMetadataFilter.java
https://github.com/apache/tika/blob/main/tika-core/src/main/java/org/apache/tika/metadata/filter/IncludeFieldMetadataFilter.java
https://github.com/apache/tika/blob/main/tika-core/src/main/java/org/apache/tika/metadata/filter/IncludeFieldMetadataFilter.java
https://cwiki.apache.org/confluence/display/TIKA/TikaServerEndpointsCompared

FieldNameMappingFilter

<?xm version="1.0" encodi ng="UTF-8" ?>
<properties>
<met adat aFi | ter s>
<net adat aFi | ter class="org. apache.tika.metadata.filter.Fi el dNaneMappi ngFilter">
<par ans>
<excl udeUnmapped>t r ue</ excl udeUnnmapped>
<mappi ngs>
<mappi ng from="X-TI KA: content” to="content"/>
<mappi ng from="Content-Length" to="Ilength"/>
<mappi ng from="dc: creator" to="creators"/>
<mappi ng from="dc:title" to="title"/>
<mappi ng from="Content-Type" to="m ne"/>
<mappi ng from=" X- TI KA: EXCEPTI ON: cont ai ner _exception" to="ti ka_exception"/>
</ mappi ngs>
</ par ans>
</ met adat aFi | ter>
</ net adat aFi | ter s>
</ properties>

DateNormalizingMetadataFilter

Some file formats store timezone, others don't. By default, OpenSearch and Solr need timezones. This filter respects dates with timezones, and blindly
adds a UTC timezone to dates that do not have a time zone.

DateNormalizingMetadataFilter

<?xm version="1.0" encodi ng="UTF-8" ?>
<properties>
<net adat aFi |l ters>
<l-- depending on the file format, sonme dates do not have a tinmezone. This
filter arbitrarily assunes dates have a UTC tinezone and will format all
dates as yyyy-Mvdd' T' HH: nm ss' Z' whether or not they actually have a tinmezone.
-->
<met adat aFi | ter class="org. apache.tika.metadata.filter.DateNormalizi ngMetadataFilter"/>
</ nmet adat aFi | ters>
</ properties>

GeoPointMetadataFilter

If a metadata object has a Ti kaCor ePr operti es. LATI TUDE and a Ti kaCor ePr operti es. LONG TUDE, this concatenates those fields with a comma
delimiter as LATI TUDE, LONG TUDE and adds that value to the field specified by geoPoi nt Fi el dNane. Note: This was added in Tika 2.5.1.

GeoPointMetadataFilter

<?xm version="1.0" encodi ng="UTF-8" ?>
<properties>
<met adat aFi | ters>
<met adat aFi | ter class="org. apache.tika.netadata.filter.GeoPoi nt MetadataFilter">

<par ans>

<-- default: "location" -->

<geoPoi nt Fi el dNane>nyCGeoPoi nt </ geoPoi nt Fi el dNanme>
</ par ans>

</ et adataFi | ter>
</ met adat aFi | t er s>
</ properties>

TikaEvalMetadataFilter

If the tika-eval-core jar is on the classpath, this filter should be added automatically. Users may specify it as below. This runs Tika's custom version of
OpenNLP's language detector and includes counts for tokens, unique tokens, alphabetic tokens and the "oov" (% out of vocabulary) statistic. See TikaEval
for more details on the t i ka- eval - app.


https://cwiki.apache.org/confluence/display/TIKA/TikaEval

TikaEvalMetadataFilter

<?xm version="1.0" encodi ng="UTF-8" ?>
<properties>
<met adat aFi | ter s>
<net adat aFi | ter class="org. apache. tika. eval . core. net adat a. Ti kaEval Met adataFilter"/>

</ met adat aFi | t er s>
</ properties>

LanguageDetection

Two language detectors have a metadata filter option (OpenNLPMetadataFilter and the OptimaizeMetadataFilter). These are applied to the X- TI KA:
cont ent field at the end of the parse. This is an example of specifying the OptimaizeLanguageDetector. The language id will be added to the
metadata object with the TikaCoreProperties. TIKA_DETECTED_LANGUAGE key.

LanguageDetection

<?xm version="1.0" encodi ng="UTF-8"?>
<properties>
<net adat aFi | ters>
<met adat aFi | ter class="org. apache.tika.| angdetect.optinai ze. netadatafilter.Optinai zeMetadataFilter">

<par ans>
<maxChar sFor Det ect i on>10000</ maxChar sFor Det ect i on>
</ par ans>
</ met adat aFi | ter>
</ metaFilters>
</ properties>

ClearByMimeMetadataFilter

When using the Recur si vePar ser W apper (the/rnmeta endpointinti ka- server orthe - J optionin ti ka- app), you can delete metadata objects
for specific file types.

ClearByMimeMetadataFilter

<?xm version="1.0" encodi ng="UTF-8"?>
<properties>
<met adat aFi | ters>
<met adat aFi | ter class="org.apache.tika.netadata.filter.d earByM neMet adataFilter">

<par ans>
<l-- this will renpve netadata objects for jpegs and pdfs; nore seriously,
this may be useful for inmage files or enf or wnf depending on your use case -->
<m nmes>

<m me>i nage/ j peg</ m ne>
<m me>appl i cati on/ pdf </ m me>
</ m mes>
</ par ans>
</ met adat aFi |l ter>
</nmetaFilters>
</ properties>

IncludeFieldMetadataFilter

This removes all other metadata fields after the parse except those specified here.



MetadataFilters

<?xm version="1.0" encodi ng="UTF-8"?>
<properties>
<net adat aFi | t er s>
<met adat aFi |l ter class="org. apache.tika.nmetadata.filter.|ncludeFi el dVetadataFilter">
<par ans>
<i ncl ude>
<fiel d>X-TI KA content</field>
<fi el d>ext ended- properties: Application</field>
<fi el d>Cont ent - Type</fiel d>
</incl ude>
</ par ans>
</ met adat aFi |l ter>
</ met adat aFi | t er s>
</ properties>

3. Metadata Write Filters

These filters are applied during the parse.
The primary goal of the metadata write filters is to limit the the amount of data written to a metadata object for two purposes:
1. Limit the total number of bytes written to a metadata objects (prevent DoS from files with large amounts of metadata)
2. Limit the fields written to a metadata object (decrease bytes held in memory during the parse and decrease the bytes sent over the wire/written to

a file after the parse

To configure the StandardWriteFilter, set the properties in its factory in the <aut oDet ect Par ser Conf i g/ > elementin the ti ka- confi g. xml file.

StandardWriteFilter

<?xm version="1.0" encodi ng="UTF-8"?>
<properties>
<aut oDet ect Par ser Conf i g>
<met adataWiteFilterFactory class="org.apache.tika.metadata. witefilter.StandardWiteFilterFactory">

<par ans>
<I-- all measurenents are in UTF-16 bytes. |If any values are truncated,
Ti kaCor eProperti es. TRUNCATED METADATA is set to true in the netadata object -->
<l-- the maxi mum size for a netadata key. -->

<maxKeySi ze>1000</ naxKeySi ze>

<I-- max total size for a field in UTF-16 bytes. |If a field has multiple values,
their lengths are summred to calculate the field size. -->
<maxFi el dSi ze>10000</ maxFi el dSi ze>

<l-- max total estinmated byte is a sumof the key sizes and val ues -->
<maxTot al Esti mat edByt es>100000</ maxTot al Est i nat edByt es>

<l-- limt the count of values for nulti-valued fields -->
<maxVal uesPer Fi el d>100</ maxVal uesPer Fi el d>
<l-- include only these fields. NOTE, however that there a several fields that are

important to the parse process and these fields are always allowed in addition
(see ALWAYS SET_FI ELDS and ALWAYS _ADD FIELDS in the StandardWiteFilter -->
<i ncl udeFi el ds>
<field>dc:creator</field>
<field>dc:title</field>
</ i ncl udeFi el ds>
</ par ans>
</ metadataWiteFilterFactory>
</ aut oDet ect Par ser Conf i g>
</ properties>

If you need different behavior, implementa Wit eFi | t er Fact ory, add it to your classpath and specify itin the ti ka- confi g. xni .


https://github.com/apache/tika/blob/main/tika-core/src/main/java/org/apache/tika/metadata/writefilter/StandardWriteFilter.java

4. AutoDetectParserConfig

We've mentioned briefly above some of the factories that can be modified in the Aut oDet ect Par ser Conf i g. There are other parameters that can be
used to modify the behavior of the Aut oDet ect Par ser viathe ti ka-config. xm . The Aut oDet ect Par ser is built from/contains the <par ser s/ >
element (or SPI if no <par ser s/ > element is specified) in the t i ka- conf i g. Because of this, the configuration of the Aut oDet ect Par ser differs from
the component parsers that it wraps — the Aut oDet ect Par ser uses its own <aut oDet ect Par ser Conf i g/ > element at the main level inside the <pr op
erties/ > element.

AutoDetectParserConfig

<?xm version="1.0" encodi ng="UTF- 8" ?>
<properties>
<aut oDet ect Par ser Confi g>
<par ans>
<l-- if the incom ng netadata object has a ContentLength entry and it is larger than this
val ue, spool the file to disk; this is useful for some file formats that are nore efficiently
processed via a file instead of an |nputStream-->
<spool ToDi sk>100000</ spool ToDi sk>
<!-- the next four are paranmeters for the SecureContentHandl er -->
<l-- threshold used in zip bonb detection. This many characters nust be witten
bef ore the maxi mum conpression ratio is calculated -->
<out put Thr eshol d>10000</ out put Thr eshol d>

<!-- maxi mum conpression rati o between output characters and i nput bytes -->
<maxi munConpr essi onRat i 0>100</ naxi munConpr essi onRat i 0>
<l-- pmaxi mum XM. el ement nesting | evel -->
<maxi munDept h>100</ maxi munDept h>
<!-- nmaxi mum enbedded file depth -->
<maxi nunmPackageEnt r yDept h>100</ maxi munPackageEnt r yDept h>
<l-- as of Tika &gt; 2.7.0, you can skip the check and exception for a zero-byte inputstream->
<t hr owOnZer oByt es>f al se</t hr owOnZer oByt es>

</ par ans>

<l-- as of Tika 2.5.x, this is the preferred way to configure digests -->

<di gest er Factory cl ass="org. apache. ti ka. parser.di gestutils. CommonsDi gest er Fact ory">
<par ans>

<mar kLi mi t >100000</ mar kLi m t >
<l-- this specifies SHA256, base32 and M5 -->
<al gorit hnStri ng>sha256: 32, nd5</ al gori t hnfStri ng>
</ par ans>
</ di gest er Fact ory>
</ aut oDet ect Par ser Confi g>
</ properties>

TODO: add an example of the EmbeddedDocumentExtractorFactory

TODO: add a 5th? section for writelimiting
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