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WebGeronimoSSLSSL

#
#(CSR)CA
#
#HTTP
#Install certificate on client

(CSR)CA

CSRCA1.1.3.1. 

Geronimo  <geronimo_home>\var\security\keystores geronimo-default

Geronimo    Keystores Keystore Configuration

New Keystore   My_KeystorepasswordCreate Keystore

  Review Key Data

https://cwiki.apache.org/confluence/pages/viewpage.action?pageId=83101
https://cwiki.apache.org/confluence/pages/viewpage.action?pageId=83101
https://cwiki.apache.org/confluence/pages/viewpage.action?pageId=83103
https://cwiki.apache.org/confluence/pages/viewpage.action?pageId=83103
https://cwiki.apache.org/confluence/pages/viewpage.action?pageId=83099


  Generate Key

Certificate Signing Request (CSR)  Return to keystore list

  



Unlock Keystore 

(CSR)CA
CSR    Keystore Configuration view

Generate CSR 

  CAPKCS10



csr.txt

-----BEGIN CERTIFICATE REQUEST----------END CERTIFICATE REQUEST-----

Back private key details 

CACSRCACACA

csr_ca_reply.txt

-----BEGIN CERTIFICATE-----=
-----END CERTIFICATE-----

private key details  CA  Import CA reply Save

CA     Issuer Back to keystore Return to keystore list



CSRCACACSRCACA

My_Own_CA_Certificate.txt

-----BEGIN CERTIFICATE----------END CERTIFICATE-----

Keystore Configuration    CAAdd Trust Certificate Trusted Certificate



Review Certificate   Import Certificate

HTTP
Apache Geronimo8443HTTPSHTTPS

GeronimoTomcatJetty

Geronimo  Network ListenerWeb Server

Network Listener  Add new HTTPS listener for Tomcat



1.  

 truststore(trustoretruststore)  GeronimoSave var/security/keystores/<your_keystore>

Client Auth Required HTTPSCA



1.  
2.  
3.  
4.  

javax.net.ssl.trustStore system property
java-home/lib/security/jssecacerts
java-home/lib/security/cacerts

HTTPS
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