Configuring secure JMX server

Geronimo has a secure JMX server embedded. However, the JMX server is not started by default. To start the secure JMX server, start the or g. apache.
geroni no. f ramewor k/ j nx- security//car module using the Admin Console or the deployer tool. For example:

<ger oni no_home>/ bi n/ depl oy -u system -p nanager start jnx-security
The secure JMX server will be running on port 9998.

The deployer tool, the GShell deployer commands, and other command line tools can be configured to use the secure JMX server. Please see Tools and
commands for more information.

Disable insecure JMX server

The insecure JMX server can be turned off by modifying the <ger oni no_hone>/ var/ confi g/ confi g. xm configuration file. Edit the <ger oni mo_hom
e>/ var/config/config.xm configuration file and add load="false" attribute to the following entry:

® <gbean nanme="JMXService">

1 Clustering support requires the insecure JMX server to be running. If you need the clustering support, the insecure JMX server cannot
be disabled.

Connect the Geronimo with JConsole

JConsole is a Java Management eXtension (JMX) compliant GUI tool that can be used to connect to a running Geronimo server instance. In JConsole,
you will be able to monitor the JVM memory usage, threads stack trace, loaded classes and VM information as well as Geronimo MBeans. To securely
connect to the JMX server on local Geronimo, do as followed:

1. Startup the server with updated config.xml file;
2. export GERONIMO_HOME with actual value;
3. Start JConsole with following command line:

jconsol e -J-Dj avax. net. ssl . keySt or e=$GERONI MO_HOME/ var / securi ty/ keyst or es/ ger oni np- def aul t
-J- Dj avax. net . ssl . key St or ePasswor d=secr et

-J-Dj avax. net. ssl . trust St or e=$GERONI MO_HOME/ var / securi ty/ keyst or es/ ger oni no- def aul t

-J-Dj avax. net. ssl . trust St or ePasswor d=secr et

4. In the New Connection dialog, enter the JIMX URL as service:jmk:rm:///jndi/rm://|ocal host: 1099/ JMXSecur eConnect or, Use
rname as syst emand Password as manager . Click Connect.

New Connection

Remote Process:

senvice:jmcrmizfffindijrmiyflocalhost: 1099 |M¥SecureConnector l

Usage: =hostname=:=port= OR service:jmx:<protocol=:=sap=

Username: |system Password: [W l
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